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Abstract—Android provides two APIs to help mobile apps
and browsers interact with password managers, the Android
Autofill framework (AAF) and the Credentials API. Mobile
password managers rely on these APIs to insert stored creden-
tials into apps and browsers, limiting user interaction during
authentication. However, implementing these APIs correctly
can be challenging for app developers. For example, misusing
the AAF can lead to insecure authentication, login credential
phishing, and decreased usability.

In this work, we conduct a mixed-methods study on the
use of Android authentication APIs, focusing on their password
manager support and impact on authentication security and
usability. We first conduct a large-scale analysis of the two
authentication APIs in 639,731 Android apps. Secondly, we
perform an in-depth qualitative analysis of the AAF with 100
apps, ten browsers, and eleven password managers on Android.
The Credentials API has not yet been adopted broadly, illus-
trating its recent introduction. Regarding Android’s Autofill
framework, our qualitative analysis identified various unsup-
ported edge cases like credit card management and password
changing. Based on our findings, we make recommendations
for improving the AAF and relate them to the Credentials API.
We find that while a lot of the partially supported cases will
work better in the new API, especially the lesser supported
cases in our analysis currently fail for both APIs.

Index Terms—Authentication, Android, Password Manager

1. Introduction

Password Managers (PWMs) are an important tool to
manage passwords and accounts on the web securely. They
offer secure storage and generation of passwords, reducing
the burden on memorizing and inventing secure passwords
for the user. Invented as an afterthought to authentication,
however, there are multiple issues that plague PWMs on the
web and desktop systems [1]], hindering their adoption [2].
On mobile, integrated authentication frameworks step in to
solve some of the interaction issues between PWMs and
apps, including a consistent interface for all apps that PWMs
can hook into and apps can test for in their authentication
flows [3]]. While past research has investigated usability and
security issues of PWMs, none have investigated the causes
of these issues in the mobile ecosystem.
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We provide two major contributions in this work. First,
we present an evaluation of framework prevalence between
the two dominant authentication frameworks on Android,
the AAF [4] and the Credentials API [5]. Second, we
analyze root causes for issues between interactions and
the AAF, and uncover limitations that prevent developers
from providing good usability and security when using the
AAF both as PWM and as app developers trying to obtain
credentials through the framework. We find the AAF is the
dominant solution for apps and conduct five experiments
to gain in-depth insights into its security and usability for
developers. Since the AAF provides support for AutoFill
services, which in most cases represent PWM, we evaluate
it using a similar approach to Huaman et al. [1]], identifying
multiple edge-cases of interactions and then evaluating them
with the stakeholders of the AAF. We identify 63 cases in
which the AAF can create usability issues for end-users and
test their prevalence across 100 top apps and ten browsers. In
this paper, we investigate the following research questions:

RQ1: How many Apps use each authentication API? We
analyze 639,731 Android apps to investigate their use and
the prevalence of both authentication APIs, the AAF and
the Credentials APL

RQ2: What limitations do PWMs encounter when using
the AAF? We investigate the options and limitations for
PWDMs and apps when interacting with the AAF regarding
their security and usability by performing two qualitative ex-
periments, identifying and testing edge-cases in interactions
between apps, the AAF and PWMs.

RQ3: How can stakeholders of the Android ecosystem
better support the interaction between PWMs and apps?
We derive recommendations from our observations regard-
ing unsupported use cases for the AAF on Android. These
recommendations include focus points for Google as the
provider of the Android SDK, PWMs and app developers,
and notable mentions for considerations the Credentials API
as a successor needs to deploy.

To answer these research questions, we performed a
mixed-methods study. To the best of our knowledge, this
work is the first in-depth analysis of mobile PWM support
on Android and the root causes of usability and security
issues. We provide the following contributions:
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Analysis of Android Apps and their Authentication
Support. We perform a large-scale static analysis of
639,731 apps, to investigate their use of properties and APIs
relating to the two authentication APIs (cf., Section E]) We
find that the new Credentials API lacks the adoption required
to analyze its use in meaningful ways.

Manual In-Depth Analysis of the AAF on Android. We
analyze the interaction between Android apps and PWMs
using the AAF [4].In multiple qualitative experiments, we
collect information about the interactions between PWMs
and apps, covering ten different browsers and 100 apps
(cf., Section[3). We identify 63 categories of problems across
all parts of the chain, causing issues with field detection, app
compatibility, and block/allow listing-breaking compatibility
that affect the usability of the framework, and we uncover
fundamental issues like missing authorization for domain
usage in the AAF, which lead to block/allow listing by
PWM becoming necessary to prevent unintentional security
leaks despite the usability issues it causes.

Replication Package and Recommendations. Based on
our results, we offer suggestions to improve the existing
state of affairs to address the limitations we encountered.
Section[6] provides an in-depth discussion of our findings and
recommendations for developers and the AAF. We also talk
about the new Credentials API and how well it solves the
issues we identified for the AAF, finding unsupported use
cases and a general need for more integration with the AAF.
For research transparency, we provide a detailed replication
package [6]. This package includes all code, test cases, and
additional information for replication.

2. Related Work

We discuss related work in three key areas: Security
and usability of mobile PWMs, and alternatives to password
authentication.

Password Manager Security. In this section, we present
research analyzing the security of PWMs, especially regard-
ing the AutoFill and AutoSave mechanisms that are most
relevant for mobile PWMs. First, Silver et al. investigated
the security of AutoFill features for multiple PWMs, finding
exploits in their AutoFill policies. As a solution, they pro-
posed to force user interaction to select and fill passwords,
and server-side defenses like CSP, HTTPs, and externalizing
the login page to limit the effect of same-site attacks [7]].
Aonzo et al. presented a case study of vulnerabilities in
common PWMs’ package matching strategies [8]. They
proposed a secure-by-design API for the AAF and stronger
reliance on asset links to mitigate vulnerabilities related to
PWMs’ insecure use and limitations of Android accessibility
and AutoFill frameworks. Lee et al. presented an analysis
of the Android frameworks and apps, including PWMs.
They found that some sensitive data, such as passwords,
remained in memory after use, making them susceptible
to memory attacks [9)]. Lin er al. uncovered new attack
vectors using hidden input fields for exfiltration of PII (e.g.,
phone numbers, credit card data) using AutoFill features in

browsers and presented a large-scale web study measuring
the use of these attack vectors on 100,000 sites. They
showed that 5.8% of sites contained hidden input fields in
ways that allowed them to collect PII, compromising users
privacy [[10] stealthily. Oesch and Ruoti replicated previous
studies and evaluated the security of 13 PWMs, and con-
ducted a novel evaluation of password generation features.
Finding several potential issues within generation, AutoFill
and storage, they recommended that PWMs adopt automatic
discarding of insecurely generated passwords, better policies
for a PWM master Password and manual confirmation for
AutoFill requests to protect users from XSS attacks [11].
Later work by Oesch et al. dealt with shortcomings and
limitations in Android and iOS AutoFill features and how
they make PWMs vulnerable to credential theft by malicious
apps [12]]. Li et al. investigated five web-based PWMs.
They identified and presented vulnerabilities allowing data
exfiltration via XSS or CSRF attacks, websites embedded
in iframes, and insufficient authorization mechanisms in the
PWM AutoFill process [13].

The works covered in this section identified different
sources of vulnerabilities in PWMs and the web and poten-
tial solutions through changes to authorization protocols. In
contrast, we focus on inherent usability issues within mobile
PWDMs, which pose fundamental obstacles regarding inter-
action between PWMs, apps, AutoFill APIs, and browsers.

Password Manager Usability. In the past, several user
studies regarding PWMs usability have been conducted,
ranging back to 2006 when Chiasson et al. evaluated the
usability of two PWMs and showed significant usability
problems causing mental model mismatches for users on
whether their passwords were protected and reducing the
willingness to adopt PWMs [14]. Lyastani et al. investigated
the impact PWMs have on users’ stored passwords. They
found that password security increases for PWMs users, but
the extent depended on the implementation and usability
of the password generation and entry processes [15]. A
user study by Seiler-Hwang et al. observed the usability
of mobile PWMs and also found participants to report
AutoFill as problematic [[16]. Zhang et al. conducted a semi-
structured interview study with 30 participants and provided
an overview of user sentiments regarding the adoption and
usage of PWMs and password-generation features [2f]. This
study was replicated by Ray et al. with a focus on older
participants, where they found that an older population
encountered more issues with PWMs and generally relied on
family recommendations when adopting PWMs [17]]. On the
web, Huaman et al. analyzed PWM usability by testing 15
PWMs on 39 websites with specific behavior to determine
error sources when using PWMs. They found faulty inter-
actions in eight areas, including domain handling and input
field mislabeling [1f]. In another study, Oesch et al. identified
theories describing users’ rationale behind their PWM usage,
by which they also identify any inconsistencies regarding
AutoFill and AutoSave functionality on desktop and mobile
as reported by participants [[18]]. Mayer et al. surveyed PWM
usage at a private university, investigating adoption issues



for faculty, staff, and students [19]. Interestingly, regarding
PWM interface design, Zibaei et al. conducted a user study
to assess the efficacy of nudges and hints browsers provide
as part of their internal PWMs for choosing secure pass-
words [20]. They found that Safari’s built-in PWM provides
the most effectively adopted password nudges. Zibaei et al.
analyzed multiple types of nudges inspired by safari in a
follow-up study. They found that a simple default nudge
of a strong password filled into the password field has
the highest adoption rate for users [21]]. Finally, Amft et
al. evaluated the credential management strategies of users
newly adopting PWM and compared them to longer-time
users of PWMs. They found misconceptions among their
participants, not trusting the PWM to keep personal or
important passwords, as well as a general tendency towards
convenience, leading users to not rely as much on the secure
password generation feature of PWMs [22]].

Overall, previous related work on PWM usability was
focused on desktop or web-based tools. In contrast to
the usability measurements of previous end-user-focused
efforts [2], [16], [17]], our work examines mobile password
management and the technical causes of individual issues.
Three experiments of our second study use interactions in-
spired by Huaman et al. [1]. We derive specific interactions
for mobile apps from our other experiments and extend
their interactions with new variants to test the AAF. To
our knowledge, we are the first to identify root causes for
usability issues in the AAF.

3. Status Quo Analysis

In the following section, we present our large-scale mea-
surement, investigating the presence and integration of these
features within in 639,731 freely available Android apps on
Google Play. We further investigate how frequent apps use
both the AAF [4]] and the Credentials API [5]]. Sadly, we
find that the Credentials API is too recent to be found and
meaningfully used in any apps. Therefore, we focus on the
AAF and present a few smaller case studies investigating
the usability and related issues of this framework when
interacting with, e.g., popular Android apps and browsers.

Section 3
Status Quo
(Quantitative &
Qualitative)

3.1 & 3.3 App Adoption Measurement
Quantitative, N=639,731

All Apps Browsers  Autofill Framework PWM
N=100 N=10 N=12
l3.2 & 3.4 Autofill Framework Qualitative Testing
Section 4 T Rrmcar and PWR (mmmatiiliss
Challenges 4.1 Browser and PWM Compatibility
(Qualitative) l 4.2-4.4 Interaction Analysis

Figure 1. Overview of the experiments for RQ1&RQ2.

3.1. App Adoption Measurement

We measure AAF adoption of apps from Google Play
(EEA country location-based) based on the list of apps

from AndroZoo [23]], which is a scientific and actively
updated dataset of Android apps, commonly used in Android
research [24]], [25]]. Our sample of apps generalizes to the
Android ecosystem (cf., Section EI) and mirrors the adoption
of the AAF on Google Play.

To analyze our apps, we investigated their APKs, which
consist of the compiled source code and include resources
and metadata like the APK manifest, which provides in-
formation about all resources, views, and permissions used
by an app. Compiled source code, which is contained in
».dex files. Resources are contained in the res/, including
images, strings, translations, and other static resources used
throughout the apps’ lifecycle. Using Androguard [26], we
disassembled the compiled source code and decoded all
resource files to collect our desired information.

The following provides an overview of the in-depth
features we examine and how we collect them.

AutoFill Framework Attributes. The AutoFill Framework
is the older one of the two APIs. It is integrated into
Android and works by default with all types of inputs and
views provided by the Android SDK. Developers therefore
only need to address it to fix bugs or make it work with
native code and other code circumventing the Android SDK
that they provide with their app. There are two ways to
address the AutoFill Framework, attributes in XML and
API calls. To collect the attributes of the AAF that help
PWMs understand which fields are related to authentication,
we collect res/layout/=.xml files in all apps. These files
define Ul-components like layouts in Android. We then
parsed the XML tree of all XML files. To complete, we used
XPath to search for elements with android:autofillHints
Or android:importantForAutofill attribute. We collected
both the attribute type and the set value, for example the
concrete hint password, as string. Furthermore, developers
can also use resource identifier references [27], which work
similar to links for value-strings. We resolved all of these
links using the remaining resource files to get the value set
by the developer.

To address obfuscation [28], we also parsed XML files
on potentially obfuscated paths. Thus, we analyzed all . xm1
files to address views declared outside res/layout/.

AutoFill API Calls. Second, we collect the API calls that
set these properties for views programmatically via view
class’ setAutofillHints and setImportantForAutofill
methods [29], [30]. To capture these API calls, we per-
formed an in-depth call graph analysis for 639,731 apps.
We searched for the above API calls, and collected calls
to measure the use of these APIs. Due to the difficulty of
obfuscation in the code and the added effort of parameter
backtracking for the values of these API calls, we could not
collect the values of these calls.

Credentials API Calls. The Credential Manager API and
Credential Provider API, which we summarize as Creden-
tials API for short, allow developers to directly interact with
credential providers, like PWMs to skip the step of filling
input fields or similar [5]. Unlike the AAF, it supports other
kinds of providers like passkeys and social logins as well.



However, apps need to actively implement this API for it to
work. This requires more effort to use because developers
need to integrate this API into their apps manually, but
reduces the risk of interaction failure. For this API, we
perform the same in-depth call graph analysis for 639,731
Apps, looking for the androidx.credentials namespace in-
and outside the main package of each app.

3.2. AutoFill Framework Functional Testing

Since static analysis cannot capture dynamic app behav-
ior, we conducted several qualitative case studies to gain
insights into how apps use AutoFill features. We consider
three stakeholders involved in AutoFill interactions: An-
droid apps, the AAF, and PWMs (cf., Figure E]) We first
performed three case studies to examine the interactions
between the Android apps and the AAF currently. Our initial
tests indicated that the requirement to adhere to web stan-
dards further complicates AutoFill integration, in line with
the findings for websites by Huaman et al. Therefore, two
of our case studies focus on specific types of Android apps,
namely browsers and WebViews, which are in-app browser
segments used to display websites [[I]. In the following
paragraphs, we give some context on the specific apps,
browsers, and PWMs chosen for our case studies throughout
the paper.

Generic App Selection. Regarding our sample of generic
apps, we chose to analyze recently rated apps on Google
Play with many installs, since these represent widespread
apps with an active user base. We used Androidrank [31]] to
inform our app selection. They provide statistics about the
Google Play Store, including installs in buckets, reviews,
and rating history. On Androidrank, we selected the 148
apps with at least 500 million installations. From this list,
we selected the 100 apps for our experiments that received
the most ratings in the last 60 days, which lead to all apps
having received at least 28,069 ratings. A complete list of
all tested apps is available in our replication package

Browser Selection. In our first case study (cf., Section ,
we found a behavioral difference between logins in a
WebView and normal apps. We also investigate different
browser implementations to address this difference and gain
insights into the causes. Similar to apps, we chose the
most installed browsers that appeared in the Play Store
when searching for “browser”, leading to 28 apps with at
least ten million downloads. Since browsers share engines,
i.e., they are commonly based on Google’s Blink engine
or WebKit, we assume many act similarly. We provided a
small testing website with only login and password fields to
test this assumption. We categorize the 28 browsers into the
following four levels: First, No support at all, not even for
legacy hacks. We excluded these browsers since they do not
work whatsoever for any experiments. Second, Support in
Compatibility Mode, which means support using a legacy
accessibility feature not intended for PWMs. These browsers
notably include the Google Chrome Browser, which has
no support for third-party PWMs and manually relies on

Google Cloud credentials. The third level, “Native Support”
refers to browsers that do not disable the AAF and therefore
support third-party PWMs. Examples are the Opera Mini
and the Mi Browser Pro. Finally, our testing revealed as a
final tier that the Gecko browser engine includes a sophisti-
cated translation layer to provide valid AutoFill hints to the
AAF based on detected fields. An overview of all browsers,
categories, and our browser selection can be seen in Table@

Websites for Testcases. To test browser and website sup-
port for the AAF, we started with the set of testing websites
for PWMs from previous work [If]. Since these are tar-
geted at desktop or laptop instead of mobile interaction, we
adapted and filtered some of their interactions. Any tests re-
quiring button interactions, copy and paste, or manual clicks
were excluded, since the AAF does not provide any direct
interaction beyond filling the input fields. Furthermore, we
excluded all but one of the domain test cases because we
found that in all AutoFill requests, PWMs can only see
the domain, not the full URL. In addition, we added tests
with variants of the autocomplete attribute mapped to the
Android AutoFill default values, since many browsers in our
previous experiment did not translate these hints. We provide
an overview of our testing websites in Appendix

Testing Apps with the AutoFill Framework. Due to the
large number of apps, we tested 100 apps in the default
Android developer tools emulator [32], the recommended
way to test Android apps device-independently. We captured
the type of credential information our apps exposed through
the AAF on their login screens, and all errors. To receive
the provided information, we used a stub AutoFill service,
as well as the UlAutomatorViewer [33], which is part of
the Android SDK manager, to inspect the implementation
of input fields in views. For each app, we checked whether
it contained a valid login or similar view that allowed the
input of credentials inputs or other data such as credit card
information, phone numbers, or addresses. We collected
AutoFill hints and field IDs when encountering such a view
in our stub AutoFill service. IDs are unique identifies for
text fields in apps. Using the ID of a password field in a
popular app, PWMs can provide reliable autofilling in cases
where the AutoFill hint attribute is missing. The behavior
and edge cases detected through this experiment serve as a
baseline for the interactions we designed in the following
experiments.

Testing Websites with the AutoFill Framework. Web-
sites parsed by browsers and WebViews add another layer
of complexity to the interaction with the AutoFill frame-
work. We investigated the compatibility of popular Android
browsers with the AAF with our stub AutoFill service.
This includes collecting how they report AutoFill hints,
and how they identify domains they want to transfer. We
therefore created test websites, and examined what type of
information browsers provide to PWMs when visiting these
websites. We provide an overview over our test websites
in Table [I0] We tested all previously selected browsers in
this experiment (cf., Table [§) on a Realme 8 (API 30).



Using the AAF and our stub AutoFill service, we recorded
all information provided by the browsers.

3.3. Results of the App Adoption Measurement

In our large-scale adoption measurement, we collected
indicators for the adoption of the AAF and Credentials API.
We provide our insights in the following.

AutoFill Framework Usage. Since the AAF is embedded
into Android, it works with all apps by default, requiring
no manual implementation. We therefore look for explicit
interaction with the AAF to grasp app usage.

Thereby, our focus is on explicit use of the AAF frame-
work in layout XML files and API calls by app developers,
meaning that we only deem API calls relevant that are
located in apps’ main code package rather than e.g., library
code. In total, we infer the AAF to be used in 149,325
apps (23.34%). For 148,898 apps (23.28%) we found they
utilize the XML notation, and in 825 apps (0.13%) we
detected use of the API in source code. This provides an
upper bound for developer interactions with the AAF.

Overall, interactions are rather low. This suggests that
despite its ubiquity within Android app development, only
a few developers actively engage with the AAF.

API calls are particularly low, with only 0.13%.
Within  these, 734 apps (0.11%) make wuse of
setImportantForAutofill and 452 apps (0.07%) actively
set setAutofillHints. This indicated that options and
hints for the AAF are predominantly declared in view
XMLs, not in app code.

Reasons for Usage. For the 148,898 apps that use AAF
by XML notation, we also collected explicit AutoFill hints
in 47,676 apps (7.45%). Table 1] depicts the distribution of
top 5 AutoFill hints in android:autofillHints we found
among apps declared in XML, and the presence and usage
of android:importantForAutofill attributes. Unsurpris-
ingly, password field hints were the most common, with
blank hints being the second most common. We suspect
these blank hints were copied and pasted from examples
or documentations, but never filled with. In contrast to
the rather low usage of android:autofillHints, we found
android:importantForAutofill to be the most common
AutoFill-related feature present in 124,514 apps (19.46%).
While the presence of AutoFill hints, in general, indicates
an explicit usage of the AAF, we find that most of the
android:importantForAutofill attributes are in practice
used to mark views irrelevant for AutoFill, thereby ef-
fectively “hiding” them from PWMs. An explanation for
this could be an old recommendation for the deprecated
framework Smart Lock [36] to disable the AAF, but it could
also point at general issues when interacting with the AAF.

Since the AAF is the Android default, we assume most
interactions to be targeted at either supporting it or fixing
bugs that occur with it. Therefore, the low interaction rate
we collected indicates that it works fine or is ignored by
the majority of apps. The high number of deactivations
among the apps that interact with the AAF does indicate

TABLE 1. PREVALENCE OF ATTRIBUTE VALUES FOR
IMPORTANTFORAUTOFILL [34]] AND AUTOFILL HINTS [35]].

importantForAutofill # Apps
View not important (0x02) 121,519
View and descendants important (0x01) 4,520
View and descendants not important (0x08) 2,945
Auto (0x00) 474
View important, descendants not (0x04) 237
Combination: 0x02 | 0x08 (0x0A) 13
AutoFill Hints # Apps
password 8,297
<blank> 5913
username 5,882
emailAddress 4,243
postalAddress 3,982

TABLE 2. AVAILABLE LOGIN OPTIONS ACROSS OUR APP DATASET.

Login Apps Ratio  AutoFill
Google (Play Games) 46  54.76% No
Facebook 23 27.38%  No Hints
Twitter 5 5.95%  No Hints
VK 4 21%  No Hints
Login Fields 50  59.52% Custom

potential issues that need to be investigated, and AutoFill
hints could help PWM. We elaborate how the situation could
be improved for the AAF in the case studies after our large-
scale analysis.

Credentials API. The newer Credentials API replaces a
few older APIs and adds support for third-party PWMs,
making it a suitable candidate for our investigation. How-
ever, we only found this API in 52 apps, representing an
adoption of 0.01% across our dataset. With 39 apps (0.01%),
even fewer apps use the API in their main package, indicat-
ing that active usage is pretty limited. Manual investigation
further revealed that the framework is overwhelmingly used
for passkey support without enabling PWMSs. We suspect
that adoption will pick up as apps update and PWMs adopt
this new API, but due to lack of adoption, we excluded
the API from our qualitative analysis, since a representative
sample is not yet available.

3.4. Results for Functional App Testing

For our qualitative case study regarding apps, we ex-
cluded eight apps unsuitable for testing, including keyboard
apps, background services, and others that users cannot
directly launch. Eight more apps either used the native
framework or prevented analysis via UlAutomatorViewer,
making assessing these apps impossible. We therefore con-
sidered 84 apps in our analysis. Six apps failed to run on
the emulator, so we tested them on a Realme 8 (API 30)
similar to browsers.

Third-Party Logins. We examined the login methods of
these apps and provide an overview in Table 2] Here, the
most common method aside from service-specific logins is



TABLE 3. DISTRIBUTION OF APP LOGINS AND TYPES.

AutoFill Hints Yes Custom No No Autofill
LoginType
‘WebView 2 6
Service-specific View 3
Standard View 3 29
Not Definitive 1
Total 3 2 35 10

Google Play Games with 46 apps (54.76%). This method
is integrated into Android and used by many games to
ease account management and allow for Android-integrated
achievements and social features. When a Google account is
already set up, this method works automatically. It requires
no AutoFill at all, but when credentials have to be provided
to sign in to a new Google account, AutoFill using installed
PWDMs is unsupported. When logging in, Facebook, Twitter,
VK and other social logins open a WebView, which supports
AutoFill.

Webviews and Service-specific Logins. Regarding service-
specific login forms implemented by app developers, 50
apps (59.52%) in our dataset provided a view with login or
credential fields that could be suitable for a PWM. Within
this set, only five (10%) provide hints on their input fields.
On the other hand, ten apps (20%) do not trigger an AutoFill
request at all. Upon closer investigation, we found this to
be related to the respective app’s type, splitting them up
into three distinct categories: Web apps that use a WebView
to display their components, native or modified views that
implement different view logic, and, therefore, need to re-
implement the AAF as well, and apps using the standard
views. For one app, we could not identify the definitive
type of login used. While the app relies on mostly native
views, and we suspect the login form to be native, parts of
the login fields could not be tracked to their source in our
source code analysis. Fittingly, this app did not support the
autofill framework at all in our testing. A full overview of
our identified support counts for the 50 apps (59.52%) can
be seen in Table

38 apps (45,24%) use the standard view implementation
for their credential forms. This means that support for the
AAF is included, and only AutoFill hints are missing. In
our dataset, three apps (7.90%) actually provided AutoFill
hints. For ten apps, we could not interact with the credential
fields through an AutoFill service. Analyzing the source
code of these apps, we found that two actively marked
these credential fields as “notRelevantForAutofill” despite
these credentials being a perfect fit for PWMs. One app
used the Firebase UI [37]], [38], which does not support
the AAF in its credential fields. Upon closer inspection,
Firebase actively disables the AAF when Smart Lock, an
older API replaced by the Credentials API is active, in line
with Smart Lock documentation [39]. Since Smart Lock is
active by default, these apps will not support the AAF for
third-party PWMs. According to a discussion [40], this is
intentionally chosen not to annoy users with multiple pass-

word prompts. Further eight apps (16%) are implemented
as WebViews. Android’s default WebView implementation
supports the AAF. Chrome WebView, an alternative variant
deployed with the Google Play Services, does not provide
autocomplete attributes. Finally, we found three apps that
implement native or modified views. These apps must imple-
ment interfaces and API calls for the AAF manually, which
none provided.

Assistance via IDs. Regarding the 40 apps that did trigger
AutoFill requests, 21 provided IDs from which PWMs could
infer what type of credential to provide, as they included
English words like “user”, “mail”, “phone”, or “password”.
The remaining apps did not define IDs, use generic IDs like
“text_field”, or assign a string of random characters as ID,

making them difficult to identify for PWMs.

3.5. Results for Functional Website Testing

Finally, we present our evaluation of browsers on An-
droid, and how they interact with the AAF. For brevity, we
summarize the results in categories and focus on interesting
failures:

Base Tests. Regarding input field information, no com-
patibility mode browser provided any information or at-
tributes, not even a field ID. This means that PWMs needs
to make more assumptions and can potentially be misled.
Firefox does not invoke the AutoFill framework on two-
page logins. Interestingly, Firefox also provides input fields
of type “submit” as fields to the PWM. Filling these sets
the value and, with it, the text of the submit button, which
is likely a bug of the AutoFill implementation. Regarding
native browsers, the Mi Browser Pro hands over an attribute
called ua—autofill-hints, with Opera Mini providing
a similar attribute. While these attributes were empty or
NO_SERVER_DATA for our test websites, they contain hints
for popular websites provided by the browser. The functions
for the attributes can be found in the Chromium source
code [41].

Domain Tests. Regarding insecure HTTP websites (D04),
the native Chromium-based browsers did not trigger an
AutoFill or AutoSave request, but the compatibility mode
browsers and Firefox did. For native browsers, this is likely
a security measure to prevent clear text transmissions. When
iframe domains differed from the main page (D06), no
browser transmitted both domains to the framework, but
either only the main page URL in compatibility mode
browsers or only the iframe domain for native browsers and
Firefox. Both approaches can lead to mismatches since all
domains across iframes must select credentials.

Input Field Tests. All browsers, except Firefox, triggered
AutoFill and AutoSave requests in all cases. However, for
native browsers and Firefox, no AutoSave was triggered
when the username field was a textarea (I06). Furthermore,
Firefox did not trigger AutoFill for fields without a type
(I05/107). For password changes (104), Firefox set the Auto-
Fill hint “password” instead of ‘“newPassword”, preventing
PWDMs from categorizing this correctly.



Additional Field Tests. Regarding the interaction with an
additional “Last Name”-field (AA04), Firefox did not rec-
ognize it, not even with autocomplete attributes (AA04a).
When encountering additional radio buttons and checkboxes
(ANO2), all browsers transmitted those to the AAF. For
browsers in compatibility mode, the AutoFill type is NONE,
despite the existence of a TOGGLE in the framework. Firefox
provides the AutoFill type TEXT, making these checkboxes
indistinguishable from normal text boxes. AutoSave of ad-
ditional fields worked for no browser in our dataset. The
method “isChecked()” that is part of the AAF always returns
false for checkboxes in all browsers. Finally, if the page
contains no login fields but address, phone number, and
credit card information (ANO06a), all native support browsers
except Firefox trigger AutoFill requests with the additional
information. Here, the ua—autofill-hints attribute
contains hints like “NAME_FIRST” as part of the address.
Since these are also part of the undocumented hints [41]]
from our base tests, they must be hard-coded by PWMs.

Basic Auth Tests. Basic Authentication (WO1) is a particu-
lar case since its implementation differs between browsers.
The browser generates the dialog field, not the HTML
rendering engine. Despite this, all browsers send requests to
the AutoFill service. However, only Firefox and Samsung
Internet Browser transmit the domain for the Basic Auth
request, and only Firefox provides AutoFill hints for the
username and password field of the request. We encoun-
tered an edge case with Opera, where accessing a standard
form from our previous interactions before W01 led to the
browser suddenly transmitting the previous domain and all
previous fields as part of this Basic Auth request, even when
navigating to a different subpage. This happened irregularly
and was not always reproducible, so we suspect a bug in
the browser.

Non-Standard Form Tests. Our non-standard interaction
NO1 contained input fields with no form element and instead
AJAX validation. Only compatibility mode browsers trig-
gered an AutoSave request when sending new information.

JavaScript Tests. If parts of the form require key presses to
turn visible (JO1), only native browsers successfully detect
them after activation. Both native browsers and Firefox
provide invisible fields in the AutoFill request. While native
browsers retain the information that these fields are invisible,
Firefox erroneously marks them as visible. There are more
differences for two-step logins, which provide the password
field only after sending the username (JO3a). Firefox does
not provide an AutoFill request for single fields. Other
browsers re-trigger the AutoFill requests when typing into
the password field after entering the username manually.
While native browsers only fill the password during this
second request, compatibility browsers also re-insert the
username. When testing AutoSave for this case, for compat-
ibility browsers, we found that the username is not added
into AutoSave requests, leading to a mismatch between what
users see and what is saved. For native browsers, when
users edit the username, instead of overwriting existing data
with the edited username, the browsers save the previous

credentials again. The final JavaScript test consisted of a
dummy password field swapped with the real one when the
user started typing. All browsers, except Firefox, mark the
password field as an invisible field, so it is left empty.

4. Password Managers and the AAF

After investigating apps’ and browsers’ use of the AAF,
we test the edge cases we found and investigate what
challenges PWMs encounter because of them. Similar to
our previous split, we decided to split between cases that
apply to apps in general and cases that focus on browsers
and WebViews specifically.

Password Manager Selection. We selected the eleven most
popular third-party PWMs. To determine these, we searched
for the terms “password manager” and “password autofill”
in the mobile version of Google Play'| The “password
autofill” covered apps that support the AAF, but do not
describe themselves as “password manager”. Overall, we
found 321 apps. Based on our results, we consider these
search terms exhaustive. With 50+ million, our dataset’s
most downloaded PWM was Microsoft Authenticator. We
only considered popular PWMs with at least 1 million
downloads, leading to a total of 23 relevant apps. Upon
manual inspection, five of the 23 apps turned out to not be
PWM apps, but unrelated and unsuitable apps. Furthermore,
based on our focus on the AAF, we removed PWM apps
that used other frameworks. Our final list of PWMs encom-
passes eleven apps suitable for our analysis. We provide an
overview of our search results and the selected PWMs in
Table [7]in the Appendix.

4.1. Browser and PWM Compatibility

Due to a lack of verification abilities of the AAF,
browsers and PWMs need to employ block- and allow-lists
for apps they want to interact with [42]. We measure com-
patibility between our Android browser selection and several
PWMs for this experiment. We tested the ten browsers
with the eleven PWMs we selected for this analysis (cf.,
Section [4) using the same setup as previously on a Realme
8 (API 30). An account for the PWM was created where
necessary. Each PWM was equipped with login data for our
test pages. Each PWM was set to be the active AutoFill-
Service when we tested it. When testing, we went through
each browser and examined whether AutoFill and AutoSave
worked as expected. We used a basic test involving a simple
login page with HTML autocomplete hints (see SOla in our
interaction Table [10|in the Appendix), since we regard this
as the most standard interaction situation regarding, e.g.,
default settings and completeness of information. We cover
less ideal conditions, our more sophisticated experiments,
in Section .| and .2l Table [ shows an overview of
compatibility results. In the following, we will discuss the
results and their implications:

1. The Google Play desktop website only reveals a selection of results
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Compatibility. Regarding the browsers without support for
the AAF in the previous test, we found that no PWM could
interact with them either. Surprisingly, the Samsung Internet
Browser, which only supports the compatibility mode of
the AAF, was compatible with just two PWMs. This is
likely a disadvantage of the whitelisting approach. More in-
depth, for Microsoft Authenticator interacting with Firefox,
we noticed that Firefox did not always succeed at filling
in selected credentials (Step 5 in Figure [2). After some
investigation, we attribute this to Microsoft Authenticator
pausing Firefox behavior. When returning to the Website
in Firefox after selecting credentials, the browser reloads
the page, and AutoFill may fail because the login fields
are not yet reinitialized. The issue does not occur with
other browsers. Furthermore, we found Dashlane and Norton
to be incompatible with specific browsers. Decompiling
revealed that at least one of our browsers was not on the
allow list for these PWM. Noticeably, Norton was the only
PWM with the Samsung Internet Browser in its allow list.
Kaspersky is incompatible with most of our browsers. Upon
decompiling the app, we found that it has no list of apps with
compatibility mode, leading to this PWM not supporting our
first category of browsers. Compatibility here seems to be
entirely solved through the Accessibility Service, despite the
Google Play Policy [43].

Inconsistencies & Bugs. We observed a few inconsisten-
cies independent of interactions in our testing sequence. To
verify this, whenever we found an unexpected result in a
test with one PWM, we performed the test twice for all
PWMs and noted inconsistencies, workarounds, and their
causes. Inconsistent results are marked (*) in our table. First,
when testing Firefox with Bitwarden, the AutoFill sugges-
tion was not consistently displayed, which can be fixed by
temporarily switching to another app. Second, Dashlane and
Norton did show AutoFill suggestions in Opera Mini but did
not fill in credentials after selecting them. A restart would
usually fix these. Third, when using LastPass, Dashlane,
Keepass2Android, or Bitwarden, clicking on the URL bar
in Firefox regularly freezes the browser. Finally, multiple
clicks on input fields were sometimes necessary across all

browsers and fields to trigger an AutoFill prompt.

4.2. Interaction Analysis

To evaluate how well Android PWMs apps interact with
Android apps, we constructed 26 interactions in total.

App interaction with PWMs over the AutoFill
Framework. For this experiment, we tested interactions
between apps and PWMs through demo views that sup-
ported the AAF to varying degrees. These interactions can
roughly be grouped into the following three categories:
First, a login view with two fields: username and password.
Second, a two-step login spread across two views. And third,
additional information, including 2FA, credit card data, or
phone numbers. For each of these, we created variable test
views containing credentials with different combinations of
AutoFill hints, popular ID names we identified before, a
clear field type, and a description for the field. In addition,
we created “saving” tests, examining whether PWMs suc-
cessfully stored new credentials. Sensible combinations of
these factors resulted in a total of 26 different considered
interactions. A complete overview of these interactions can
be seen in the Appendix Table[9} We used the eleven PWMs
we selected previously and evaluated them in an emulator
with a Pixel 4, Android API Level 30, x86 setup. Since we
noticed discrepancies between the AAF and the Google One
Tap Framework, we included the Google AutoFill service
with Smart Lock [39] as an additional PWM. Smart Lock
was a Google PWM-only API that did not use the AutoFill
Framework, and has now been deprecated, but is included
here for comparison to AAF, since the Credentials API
equivalent was not yet ready at the time of testing (cf.,
Appendix [A). The PWM of Kaspersky blocks running in an
emulated environment. Therefore, it was tested on a Realme
8 (API 30). To equalize testing, we mirrored the Realme 8
screen using scrcpy [44].

Browser interaction with PWMs over the AutoFill
Framework. We built websites for each test case, excluding
tests that did not trigger AutoFill requests (cf., Section [3.5]
and Table@]in the Appendix, e.g., NO1). Testing of Browser
and AAF interaction also revealed that some browsers di-
rectly transfer autocomplete attributes without converting
them to the default AAF variables. We, therefore, added
new “-aa” test cases simulating the effect of a translation
from autocomplete attributes [45] to Android AutoFill de-
fault values. Table [I0]in the Appendix contains a complete
overview of all interactions for this experiment, including
test setup and results. Our test was conducted within the
same conditions as the previous experiments on a Realme
8 (API 30). We set each PWM as AutoFill service and
then tested each interaction with all of them, aiming to
store default username and password values, and credit
card, address, and phone number where necessary (AA04 &
ANO06). As PWM, we used our pre-selected set of PWMs
together with the three most popular browsers from each of
the three AutoFill-compatible categories: Chrome, Firefox,
and Opera (cf., Section E]) Due to issues with browser allow



lists provided by PWMs, we used the most popular allowed
browsers with the same engine as replacements for two
PWMs, ie., the Mi browser for Kaspersky, and Samsung
for Norton (cf., Section @ We also excluded the Google
AutoFill Service for these tests because the browsers use
Google’s built-in APIs to access credentials for this service
when no other PWMs is enabled.

4.3. App Interactions with PWMs over the AutoFill
Framework

After testing all scenarios with all PWMs, we compiled
an overview denoting what interactions succeed, which we
will detail in the following. We summarize all the results
for each category we looked at for brevity. Table [5] shows
our results for all interactions.

TABLE 5. TEST RESULTS FOR OUR APP TESTING.
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Basic Login
LO Save login 10 -
L1 Fill login 12
L2 No AfHints 12
L3 No unique IDs 9
L4 No description 8
L5 Cleartext, AFHints 11
L6 Cleartext, no AFHints 10 -
L7 WebView local 11
L8 WebView external 8 |
Two-Step Login
PO Save password -- _ - -
P1 Fill password 12
P2 No AFHints 12
P3 No unique IDs 11

NO Save username
N1 Fill username

N2 No AFHints

N3 No unique IDs
Z0 2step, 2 Activities
Z1 2step, 1 Activity

Additional Information
KO Save credit card
K1 Fill credit card
K2 No AFHints
TO Save phone number
T1 Fill phone number
T2 No AFHints
T3 No unique IDs

Basic Login. Most of the scenarios are well-supported by
most PWMs, even when no description or ID is available,
as long as two input fields are available, with one being of
type password. When a password field was missing, and no
ID or descriptive label was provided, some PWMs could
not fill the form. Furthermore, when the login is contained
in an external WebView, four PWMs would not offer any
AutoFill, likely related to security.

Two-Step Login. When logins were spread across two
pages, PWMs struggled a lot more. For the single username

field, almost no PWM could save the username, while stor-
age was at least offered for single fields of type password.
AutoFill worked similarly well but failed in scenarios with
insufficient hints. In case of multiple views or activities, six
PWMs were able to store credentials when the same activity
provided both views, only one PWM would allow storing
credentials for a login split across two activities.

Additional Information. When testing for additional infor-
mation fields , we see a lot more variance between PWMs.
Saving credit card information is only possible with the
Google PWM, and only with a real credit card. The card is
then added as a payment method to the Google Account,
not just stored in the PWM. Three PWMs stored parts
of the credit card information, one explicitly excluded the
security code, which could be considered a security feature.
Two PWMs can fully fill stored credit card information,
while four partially filled them, one only if provided with a
corresponding AutoFill hint. In two cases, PWMs offered to
update the stored data after submitting filled-in credentials,
despite no change occurring. Regarding phone numbers,
only one PWM offered to store a phone number, while three
autofilled existing phone numbers if a unique ID for the
field was available. Without hints, only one PWM worked,
despite the field type being phone number specific.

4.4. Browser interactions with PWMs over the
AutoFill Framework

For our results, we report them on a per-category basis.
We provide an overview of our results in Table [6]

Basic Tests (S01-S03). The Basic Tests worked for almost
all PWMs and browsers. For Norton with native browsers,
only the field currently in focus is filled, so users need
to initiate multiple filling requests to complete their sign-
in. In SOla, Kaspersky and Bitwarden refuse to fill fields
with default HTML autocomplete attributes when they were
not translated into Android predefined AutoFill hints, as
Firefox or our artificial SOlaa do. We find worse support
for AutoSave. No PWM offered AutoSave for browsers
in compatibility mode, despite this working for our stub
AutoFill service in Experiment 3. This is problematic for
the Microsoft Authenticator, which does not support manual
addition of credentials, relying on AutoSave, CSV imports
or synchronization with a Microsoft account. Norton and
Keepass2Android did not work for any of the three cat-
egories. In cases where AutoSave works, no domain is
attached to the account by the PWM. Therefore, all stored
accounts are offered during login, defeating the purpose of
automatic account selection. Furthermore, since no domain
is attached, the PWM cannot show these credentials in
other apps or browsers. We believe this behavior to be
caused by app-specific allow lists, that are supposed to
limit the domain-specific storage of account information to
“trustworthy browsers”. We find the required reliance on
allow lists to be a fundamental limitation and error source of
PWDMs across all browsers. Dashlane stores the credentials
without a domain at first, and then, on a second request



TABLE 6. RESULTS OF OUR WEBSITE TESTING.

cf., Table 3
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with the same domain, asks whether the credentials should
be connected to that domain instead of the browser. When a
domain only asks for the username (S02), the AAF for native
browsers will send a correct request. Some mobile PWMs
solve these interactions, while previous work has shown
desktop PWMs to be unable to do so [1]]. The success rate
is worse for compatibility mode browsers, where Android
tries to "guess" the presence of login fields.

Domain Related Tests (D01-D04). Using the same login
credentials across different subdomains (D01), some PWMs
explicitly ask for confirmation before continuing. The op-
posite case, i.e., using different credentials for different
subdomains (D03), is problematic in all PWMs except Keep-
ass2Android. While most PWMs display all credentials on
all subdomains, they sometimes only list the usernames,
making a selection of the correct credential difficult. Mi-
crosoft Authenticator and SafeInCloud will overwrite exist-
ing credentials between subdomains without asking. With
HTTP instead of HTTPS (D04), Firefox and compatibility
browsers triggered AutoFill requests, potentially sending
unencrypted credentials.

Input Field Tests (I01-108). The first interaction in this
category included non-authentication input fields meant for
ZIP codes (I01). Within compatibility mode, three PWMs
wrongly insert the password into this field, leaking the
password in plain text. Only Kaspersky does this for native
browsers. We retested all other PWMs and confirmed that it
was not a browser-specific problem. A mislabeled username
field (102) works for all tested interactions except Dashlane
with native browsers.If a password change form contains
new password fields (I04), even when labeled with the
correct AutoFill attribute “new-password” (I04a’), almost all
PWMs filled it with the old password. This can be explained
by our results from Experiment 3, where Firefox returns
“password” instead of “newPassword” in the AutoFill re-
quest for “new-password” autocomplete HTML attributes.
Browsers in compatibility mode return no values for this
field, making it look like a standard password field. If there
are no hints or attributes about the type of field at all (105),
most PWMs fail due to a lack of information. A textarea as
input field for username (I06) is usually treated as a regular
field, working with most PWMs and browser combinations.
Firefox does not even send a request for this and the follow-
ing tests. When using an autocomplete attribute (I06a), two
more PWMs succeed. A password field without a type (107)
works for all PWM and browser combinations but leaks the
credentials on screen. The max—1ength attribute on a field
(1I08) is being ignored by all PWMs, failing this interaction.

Additional Input Field Tests (AA03-ANO6aa). First, we
discuss the additional fields used for registration (AAO03).
For compatibility with browsers and Firefox, additional
fields are filled out accidentally. This can be explained
similarly to 104 where missing or wrong information led
PWNMs to fill old instead of new passwords. Despite a lot
of the PWMs supporting additional fields like “last name”,
filling out a form with a “last name” field (AA04) was
impossible for all of them. Two entered the username into



the “last name” field. This does not change with additional
autocomplete attributes (AA(04a). Android AutoFill-specific
autocomplete fields (AAQO4aa) prevent one PWM from ac-
cidentally filling the “last name” field with the username.
Radio buttons and checkboxes (ANO02) were ignored by
all PWMs. Next is a website containing autocomplete at-
tributes and one field with autocomplete="of f”, which
explicitly disables AutoFill (ANO5a). Compatibility mode
browsers tried to fill this field despite the attribute, failing
this test. Finally, filling fields for name, address, phone
number, and credit cards (ANO6a) were not fully supported
by any PWM despite support for these fields being available
in the AAF. In compatibility mode, only Microsoft Authen-
ticator can fill in the phone number. It excludes the country
code, except for the second digit (e.g., only the 9 of +49
is included), leading to an always wrong phone number for
country codes with more than one digit.

Web Standards & JavaScript Tests (W01-J06). Basic
Auth (WO01) is an exception. It generates input fields as
native browser Ul elements and not as HTML. The Samsung
Internet Browser triggers an AutoFill request for five PWMs
that failed the other tests. The two PWMs, which work with
this browser, also fill this request. However, the resulting
login data is not connected to domains but to the app.
Testing with our logging AutoFill service results in no
domain being transferred. This indicated that the browser
seems to perform its own PWMs whitelisting. Opera Mini
does not transfer domains for Basic Auth requests to any
PWMs. Regarding JavaScript, when hiding the password
field until key input into the username field is detected (JO1),
PWDMs generally fills the password as well. This becomes
impossible for browsers in compatibility mode. In two cases
for native browsers, the password field was visible but not
filled. However, no further AutoFill request can be triggered
when clicking the new field, so this interaction fails. For
the multistep login on the same page and across two pages
(JO3a & J04), we excluded Firefox because, in our initial
test, it did not trigger an AutoFill request for username-
only forms (S02). In a login spanning multiple pages (J04),
three PWMs with compatibility mode browsers and four
with native browsers, it failed because after submitting the
username, the AutoFill request cannot be started again on
the second page with the password field. A dummy password
field that is being replaced by a normal password field upon
interaction (J06) is problematic for almost all combinations.
For the native group, tapping the dummy field multiple times
works.

5. Limitations

Our work has limitations common to large-scale Android
security research, static analysis, and qualitative studies. We
downloaded free Android apps from Google Play (EEA
country location-based); therefore, our app sample is subject
to bias due to e.g., geo-blocking or exclusion of paid apps.
To combat this, we followed the best-effort approach to
collect as many free apps as possible and aligned our apps

with the AndroZoo [23]] set of apps. Furthermore, free apps
make up around a vast majority of 97% of Google Play
apps in 2023 [46]. This leaves our dataset in line with the
previous Android security research [47]-[59], and we are
confident that it is generalizable to the Android ecosystem.
Our static analysis approach may have missed API calls,
such as obfuscation using reflection or sophisticated forms
of code loading. However, previous work found that those
are not typically used for default obfuscation approaches for
Android [28|]. Hence, we believe that the 639,731 APKs in
our analysis represent up-to-date and relevant examples of
using authentication APIs in free Android apps from Google
Play. In Section 4] we examined the top 100 apps and,
within those, the most critical browsers on the Google Play
Store, the most popular Android Store. We consider to have
captured the most relevant interaction issues for a large base
of users by market share [31]], [60], [61]]. Identifying the
causes and general applicability of the inconsistencies we
encountered was challenging in some cases. However, our
rigorous testing across a large domain of browsers, apps,
and PWMs illustrates how edge cases caused issues within
the AAF. Therefore, we are confident that identified issues
concern all apps and are not limited to our set of apps.

6. Discussion

We discuss our findings, connect them to our initial
research questions, and provide an outlook on solutions.

RQ1: How many apps use each authentication API. The
Credentials API still suffers from a low early adoption rate,
which we expect to improve over time (cf., Section .
The AAF, on the other hand, is enabled across all apps.
In most cases, the AAF attributes were used to disable
AutoFill features in apps (cf., Section ). To address this,
Android could provide attributes that enable developers to
specify login forms, automatically disabling AutoFill for
other views and reducing annoyance for developers. We
also found low and erroneous use of AutoFill hints, despite
Android Studio [62] providing linter warnings for these
hints.

RQ2: What limitations do PWMs encounter when using
the AAF. Our findings suggest multiple challenges with
the AAF. To future-proof our results against the Creden-
tials API, we also provide an estimation of how these
issues translate to this new API. Most notably, from Google
Chrome to Firebase, first-party and popular apps and li-
braries had no or limited support for the AAF, leading to
subpar experiences for third-party PWMs. Google’s stance
on this seems to change with the recent Google Chrome
Beta [63]], but there is no indication that this change will
transfer to all their services and products. Since most mobile
browsers are based on the Chromium browser, the missing
support for the AAF causes many challenges in the browser
to PWM interaction (cf., Section [.2). Support for a trans-
lation layer from autocomplete attributes to AutoFill hints
could go a long way, as our tests showed for Firefox and
many of our artificial “-aa” use cases. These browsers serve



as the base for WebViews, so this would also contribute
to improving support in all WebView apps. However, the
situation on the web is still not good, and rather than
suggested the recommendations of a unified framework or
standard to enable more direct support between PWMs and
browsers by Huaman et al., the AAF as such a framework
could not solve all of these issues. Support for actions like
password change (I04) is bad even in browsers like Firefox
that tend to support a few more cases, and the Credentials
API does not currently support a workflow for password
changes at all, so these interactions will likely continue
to fail for it. Finally, the manual blocking and allowance
approach of the compatibility framework leads to overbur-
dened usability challenges between individual browsers and
PWMs (cf., Section @, and should be addressed through a
general approach to declaring browsers or AutoFill services
(PWMs) in the ecosystem, e.g., through user choice for apps
to enable an app as browser, that can request passwords
for multiple domains, should be introduced for both the
Credentials API and the AAF. Finally, support for additional
fields like credit card information and addresses, which are
supported in many PWMs [[64]-[66] on desktop and have
become a staple of browser autofilling [67], [68]], is currently
bad both in apps (KO-T3) and the web (AN02-ANO06). The
Credentials API currently provides no support for these
additional fields despite being fit to handle information
with high security requirements like credit card information,
making these cases unsupported in both frameworks.

RQ3: How can stakeholders of the Android ecosystem
better support the interaction between PWMs and apps.
Login-specific factors like AutoFill hints could, in straight-
forward cases, be implicitly derived, e.g., for password fields
or credit card information. With AutoFill hints implicitly
derived this way, they could be mandatory for the remain-
ing fields, and an option to disable them for all fields of
unrelated forms. This would cause a minimal burden for de-
velopers while clearing any ambiguities and errors the AAF
may cause. The New Credentials API allows developers to
handle credentials directly, skipping user input. A lot of the
errors happening in our AutoFill testing (cf., Section 4.2))
could be fixed outright using such an approach. However,
as we have seen in the limitation section, support for many
of the interactions that fail for the AAF are not supported in
the Credentials API either, leaving to no improvement for
users of this API despite the added effort put on developers
when they integrate the API. We suggest that the Credentials
API could cooperate more strongly with the AAF and
existing structures like AutoFill hints, to encourage a higher
adoption rate and limit implementation effort. Furthermore,
we suggest the API serves as a communication layer for all
high-security information on Android, including areas like
credit card information. Finaly, our results demonstrate that
on the Web, effort even beyond that of browsers and APIs
is required, a standard for form filling on websites is still
missing, in line with the findings of Huaman et al.

7. Conclusion

In this work, we investigated the interaction of Android
apps and PWMs to better understand their impact on mobile
authentication security and usability. We performed a mixed-
methods analysis of Android authentication APIs to measure
their use in the ecosystem and gain insights into their impact
on authentication security. We identified a lack of adoption
and a challenging level of complexity for developers, with
many edge cases around the AAF, causing security and us-
ability issues in the interaction of Android apps and PWMs.
We recommend that both authentication APIs address the
challenges we identified and work towards improving the
usability for app developers and users.
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Appendix A.
Authentication on Android

Below, we provide background information for authenti-
cation APIs on Android. Figure 2] gives an abstract overview
of the general authentication flow.

Android AutoFill Framework and the Compatibility
Framework. The integrated and default framework for au-
tomated authentication on Android is the AAF [3], [4]. It
was introduced in 2017 to provide a specified API for PWMs
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and similar services to interact with applications [4]. This
was done to replace the previous workaround for PWMs
using the Accessibility API, which to enable accessibility
support allows circumventing Android apps’ isolation, ac-
cess files, screens, and inputs, and therefore, since 2021,
requires special review by Google to be approved for Google
Play [69]]. The AAF, on the other hand, offers an in-
terface for views to request passwords from an AutoFill
service, keeping isolation intact and reducing capabilities.
The AutoFill service obtains information required to identify
the app and the credentials it requests through the APIL.
Then, one PWMs set up as the default AutoFill service can
decide whether to provide which credentials. Support for this
framework is integrated into the default input fields within
the AAF and developers may mark fields as not relevant
for AutoFill [34], and can provide hints on the type of
information requested in the app’s input fields [35], [[70].

Browsers and apps that do not use Android native Views
have to manually implement interfaces related to the AAF.
To allow for support in older apps like browsers that do not
use Android-native Views to render websites, a compatibility
mode [[71] was introduced which internally uses the ac-
cessibility framework similarly to the previous mechanism.
To use this mode, however, PWMs needs to allow listing
the apps they use it for, and the PWM itself needs to
be whitelisted by the system. In our diagram, the System
provides the AAF API including the mentioned options to
apps, and then allows PWM to register as AutoFill Services
that the user can choose.

Credentials API. The Credential Manager API and Cre-
dential Provider Interface, which we shorten to Credentials
API, combine to a new API introduced in Android 14 [5].
From a user perspective, it works similarly to the AAF, but
using a more streamlined interface.

This API combines several previous authentication-
related APIs, among them Smart Lock [72], “sign-in with
Google” [73|] and One Tap API [74]. It provides support
for credential providers, which can refer to PWM, but also
supports passkey and federal workflows and may in the
future be extended with other approaches. [75]. From a
developer perspective, it requires a higher workload than
the AAF since developers need to manually integrate it into
their apps, select and handle the types of credentials they
support. However, this kind of deep integration prevents a
few of the pitfalls we discover in the AAF in this paper.
From a high-level overview, it works similar to the AAF,
but the API is the Credential Manager framework [5]], and
the PWM is the credential provider. The user can choose
the default credential provider, and alternatives whenever
he tries to log in.

Appendix B.
AutoFill Framework Analysis—Additional In-
sights

Due to the broad number of experiments we conducted
and insights we found, not all could be fit in the paper.

L |@ /

User App System PWM

1. Navigates to a logi .
avigates o a oeigl,. Request login

2.1 Request cred.
with app info

2.2 Send credential

3. Authentication/account selection pop-up or "not found"

T
4. Authenticates/selects credential R
>

5. Sends credential

Figure 2. Overview over how API requests work for the Authentication
APIs

TABLE 7. SEARCH RESULTS FOR PWMS BY POPULARITY. FULL APP
NAMES AND LINKS IN REPLICATION PACKAGE [|6]

Uses Autofill Framework

Framework
Downloads

Autofill
e e e e e e =~ 5 5 o & | (in Millions)

Password Manager

Microsoft Authenticator

Keeper Password Manager
LastPass Password Manager

Wi-Fi password manager
1Password Password Manager
Bitwarden Password Manager
BlackBerry Password Keeper
Dashlane Password Manager
(Kaspersky) Password Manager
Keepass2Android Password Safe
Norton Password Manager
Password Manager SafelnCloud
True Key™ by McAfee
KeePassDroid

aWallet Password Manager
PassKeep: Password Manager

My Passwords - Password Manager
Password Safe - Secure Password Manager
Password Saver

Additional insights into how we constructed Interactions and
how interactions worked with our setup can be found here.

B.1. Constructing Interactions

We constructed multiple interactions, in part based on
the three experiments we conducted (Experiment 1, 2 and
4) and on the interactions already provided by Huaman et
al. [1]. In the following, we will provide a quick overview
of which interactions we adapted, which ones we added and
why we added them.

App interactions. Apps using normal Android views fully
support the AAF by default, since it is a platform feature
integrated into the views. Our initial app tests therefore
focus on the level of support in edge cases. Since the



TABLE 8. SELECTION OF OUR BROWSERS.

TABLE 9. SCENARIOS FOR OUR APPLICATION TO PWM COMPARISON
IN EXPERIMENT 2.

2o g
e .z =]
FE A B3
25 ==k
e EE
S E S SR
Z e 3 ==
Browser (short) Version S0 < < <
Google Chrome 95.0.4638.74 5,000 @ C - -
Samsung Internet Browser 15.0.6.3 1,000 @ C - -
UC Browser 13.4.0.1306 500 O - - -
Opera Mini 61.0.2254.59937 500 @ N O @
Firefox Browser 94.1.2 100 @ N @ -
Yandex Browser 21.11.1.114 100 O - - -
Opera Browser 65.2.3381.61420 100 ® - - -
Mi Browser Pro 12.15.2-gn 1000 N O @
Phoenix Browser 8.8.3.3440 100 O N O @
UC Mini 12.12.10.1227 100 O - - -
Dolphin Browser 1229 500 NOe®
UC Browser Turbo 1.10.9.900 500 - - -
Puffin Web Browser 9.4.1.51004 500 - - -
Brave Private Browser 1.31.91 50 @ C -
Aloha Browser 393 100 - - -
Via Browser 432 100 NOe®
Hi Browser 2.1.090 100 NO®
APUS Browser 3.1.5 100 NOe®
Ecosia 4.4.1 100 - - -
Tor Browser 10.5.10 100 N@® -
Web Browser & Fast Explorer 5.7.1 100 NOe®
Kiwi Browser 95.0.4638.75 100 NOe®
Opera browser beta 66.0.3425.61578 0 - - -
Web Browser & Explorer 3.7.0 100 NOC @
Microsoft Edge 95.0.1020.55 10@ C - -
Opera Touch 29.6 100 NOCe®
Maxthon browser 6.0.1.4800 100 NOe®
DuckDuckGo Privacy Browser 5.102.2 100 NOCe@

N: Native, C: Compatibility mode, - unsupported. Selected browser,

AAF provides the unique App Identifier, domain cases from
Huaman et al. where the issue is to identify a service
don’t apply here at all. Furthermore, since the AAF will
provide all input fields it finds that have not been explicitly
excluded, cases from Huaman et al. like JavaScript and basic
login don’t apply either, since obscuring login fields to the
point where the AAF, and therefore Android as a whole,
doesn’t recognize them will cause other bugs within the
Android Ecosystem and be considered a problem of the
App itself. We therefore focus on how much information
login fields provide regarding AutoFill hints, IDs, input field
types and field description (L1-L6) to find out how PWMs
react and what level of information the different PWMs
need. We also test WebViews as half browser, half native
app implementations (L7 & L8) to identify how well they
work. Furthermore, multi-view or split logins (P1-P3, N1-
N3, Z1 & Z2) require context-awareness from the PWMs to
fill the correct input on the correct fields. Finally, we test the
support for additional information: credit card info (K1-2)
and phone numbers (T1-T3). The variants of each letter of
our cases (e.g., L1, L2, L3, L4) indicate the different level
of hints we provide. As visible in Table [9} we also included
interactions to test autosave of PWMs, encompassing all test
cases with a 0 (LO, Z0, PO...) and Z1. Both Z interactions

£ %
£ E 2
g F &
E % % 3
s e = s 2 <
Test Goal Description O < = =
LO Save  Username and Password e o o o
L1 Fill Username and Password e O o o
L2 Fill Username and Password [ o O
L3 Fill Username and Password [ [ ]
L4 Fill Username and Password [
L5 Fill Username and Password (Type e o o
Text)
L6 Fill Username and Password (Type o O
Text)
L7 Fill Login in WebView (local File) * * * *
L8 Fill Login in WebView (external  * * * *
Website)
PO Save  Single Field for Password e o o o
P1 Fill Single Field for Password e o o o
P2 Fill Single Field for Password [ J o O
P3 Fill Single Field for Password [ J [
NO Save  Single Field for Username e o o
N1 Fill Single Field for Username e o o
N2 Fill Single Field for Username e O
N3 Fill Single Field for Username [
Z0 Save  2-step Login in seperate Activic @® @ @ @
ties
Z1 Save  2-step Login in the same Activ- @® @ @ @
ity
KO Save  Fields for Credit Cards e o o
K1 Fill Fields for Credit Cards e o o
K2 Fill Fields for Credit Cards o O
TO Save  Field for a Phone Number e o o o
T1 Fill Field for a Phone Number e o o o
T2 Fill Field for a Phone Number [ J e O
T3 Fill Field for a Phone Number [ @

test the ability to autosave when the login is split across
multiple activities or views, to verify that both username
and password are stored despite their separation. For the
other interactions, we were mainly interested in how much
of the information for a field would be stored correctly, so
one saving test per general type of interaction sufficed.

Browser interactions. Our browser interactions are more
directly related to the desktop browser interactions inves-
tigated by Huaman er al. [1]. Here, we mainly retested
interactions that reveal new details through the Autofill
framework, as well as added new interactions based on the
frameworks’ behavior. One interesting example of interac-
tions added is the inclusion of AutoFill attributes, since those
would be used as AutoFill hints by browsers, marked by an
"a" next to the test case, for example SOla. We also included
a new type of interaction "aa", where we used the Android
default value as autocomplete attribute instead of the usual



TABLE 10. TEST WEBSITES FOR BROWSER AND AAF.

g £ g
s 5
New cases 3 E R
* W01 Doesn’t fit browser categories. ' ' '
I O T
Test Description SIS < |
Basic tests
S01 Basic page with 2 fields for username (type | @ | @ @ @
input) and password (type password)
SOla S01 with added autocomplete-attributes [ J
SOlaa SOla with default Android AutoFill hints as [}
autocomplete-attributes
S02 Page with only a field for username oo [ J
S02a S02 with added autocomplete-attributes [} [}
S03 Button declared as input type submit [ ] ([ ]
Domains
DO1 Same login across multiple subdomains e o o
D02 Same login across multiple domains e o o
D03 Different login across multiple subdomains e o o
D04 Switch to HTTP [ J o o
D06 Iframe with a page from a different domain | @
Input Fields
101 Additional field for zip code, name and ID e O o
misleading (code)
102 Misleading username e o o
104 Two additional fields to provideanewpass- | @ | @ @ @
word
104aa 104 with Android AutoFill hints as autocom- [ ]
plete attributes
105 Not hints, including no types regarding the | @ | @ [}
fields, except for labels.
106 Username field is a textarea [ [ ]
106a 106 with added autocomplete-attributes [} [}
107 No type specified e o [ J
108 password is limited in length using a | @ o o
maxlength-attribute
Additional Login Fields
AA03 Additional Fields for Registration on a Page e o o
AA04 An additional field for lastname, required [ J [ ]
for logging in.
AAO04a AAO04 with added autocomplete-attributes [ J [ J
AAO4aa  AAO4a with Android AutoFill hints as au- [ J
tocomplete attributes
Additional Unrelated Fields
ANO02 Additional radio buttons and checkboxes. [ J e O ©o
ANO5a Additional  field with autocomplete- | ® | ® @ @
Attribute off, which should not be filled.
Autocomplete attribute for all fields
provided.
ANO6a Fields for name, address, phone number and | @ o [ )
credit card information.
ANO6aa ~ AAO6aa with Android AutoFill hints as au- [ J
tocomplete attributes
‘Webstandards
WOl Basic Authentication [ ] * * *
JavaScript
Jo1 Password field invisible until a username is | @ o o
entered.
JO3a 2-step login. Password field only added af- [ J
ter username input. Includes Autocomplete
attributes.
JO4 Username and password one after another [ J [ J
on seperate pages
JO6 Fake password field replaced with real one | @ e o o

after entering inputs.

default [45]]. This is because some browsers transmitted the
HTML autocomplete attribute [45] directly, which doesn’t
always match the default AutoFill hint [70] value, while
other browsers provided a translation from autocomplete
attribute to AutoFill hint. We skipped any interaction from
Huaman et al. where, according to Experiment 1 and 3,
the change they tested in the form would not result in a
change of data transmitted by the AAF. As an example,
W02, where multiple Authentication attempts are triggered
via basic auth, resulted in an AutoFill request per basic auth
request, so all PWMs behaved equally, and equal to W01,
a single basic auth request, leading to no new insights in
our testing. For D05 multiple redirects after a login, the
prompt to autosafe is an OS level prompt, not vanishing on
any number of redirects, so no additional insights would be
gained. We further excluded interactions that made no sense
to port over, like ANO1, where multiple login-like forms are
present. The AutoFill request here would be triggered for
the form that the user clicked on, so additional elements on
the page had no influence at all. We still checked additional
fields that were part of the same form, like AAO3 & ANO2.
A full overview of included and added interactions can be
seen in Table
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