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Abstract—Cryptographic libraries are a vital security compo-
nent of software systems, yet their misuse has caused several
incidents. Prior work has established that misuse of crypto-
graphic libraries is common, and developers struggle to use
their APIs correctly. However, it is currently unknown how the
design and implementation decisions that shape cryptographic
library APIs are made. To investigate these decisions and asso-
ciated challenges in the design and implementation process of
cryptographic library APIs, we conducted 21 semi-structured
interviews with experienced developers of cryptographic li-
braries and used thematic analysis to identify overarching
topics and challenges they encountered. We find that design
decisions span a spectrum of abstraction levels and are heavily
influenced by cryptographic standards, other libraries, legacy
code, and developers’ intuitions. Developers are challenged
by the optimal level of abstraction for cryptographic APIs
to balance security, usability, and flexibility. They lack sys-
tematic knowledge on defining usability and achieving such
balance. Consequently, developers rely on usability self-tests,
personal experiences, and opinions. Based on our findings,
we make detailed recommendations to tailor future research
toward better empirically validated support of cryptographic
library API design and implementation decisions. Further, we
advocate for integrating research-based usability guidance into
cryptographic standardization to foster community discussion
early on and better support secure, usable, and flexible cryp-
tographic library APIs.

1. Introduction

Whether as low-level components in operating systems,
as external dependencies in application development per-
forming cryptographic tasks, or for securing network com-
munication, cryptographic libraries are vital components
of modern soft- and hardware. While being fundamental
security providers for the software products that use them,
they can also introduce vulnerabilities and create a false
sense of security when misused. In 2021, cryptographic
failures rose to rank two of the OWASP top ten security
risks to web applications [1]. Vulnerable implementations,
such as the recently patched email-related buffer overflows
in OpenSSL [2], can pose severe risks to client software.
Due to rapidly increasing user numbers during the 2020
pandemic, numerous vulnerabilities were identified in the

video conference software Zoom, which offered many at-
tack opportunities for hackers based on encryption with
a single AES-128 key in Electronic Code Book (ECB)
mode [3]. Vulnerabilities due to the incorrect generation
of keys continue to occur [4]. Prior research has shown
that developers often struggle to use cryptographic libraries
securely. Empirical analyses found that misuse of crypto-
graphic libraries, such as using short key lengths, insecure
modes of encryption like ECB, or deprecated algorithms like
SHA-1, is widespread across languages and development
communities [5]-[7].

The usability of cryptographic libraries has been ex-
amined as a significant factor in developers’ success with
implementing secure software. Identified areas for improve-
ment include simplicity, level of abstraction, secure defaults,
extensive and comprehensible documentation with secure
usage examples, and the range of covered functionality
and use cases [8]. However, it is so far unknown how
such design and implementation choices are made in the
development process of cryptographic libraries, precisely
their consumer-facing library elements, the application pro-
gramming interfaces (APIs). In addition, it is unclear if and
how recent research insights are considered. To improve
software security, we argue that it is essential to investigate
these processes and their unique challenges.

In this work, we aim to shed light on the design
and implementation decision processes of cryptographic li-
brary APIs affecting their security and usability. We explore
libraries’ behind-the-scene processes and the guidelines and
standards they follow. We are especially interested in pro-
cesses often not directly visible from the libraries’ repository
data, e.g., decisions on supported primitives and level of ab-
straction, challenges encountered by developers, and guiding
factors of design decisions. We conducted 21 in-depth, semi-
structured interviews with contributors and maintainers of a
diverse set of cryptographic libraries based on the following
research questions:

RQ1. “How are design and implementation decisions for
cryptographic library APIs made?” Cryptographic libraries
include structures and decision processes that are not in-
herently visible to the public. We are interested in why and
how API design decisions are made, especially in the context
of the security and usability of cryptographic libraries.

RQ2. “What challenges do cryptographic API developers
face in their design and decision processes?” We aim to
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identify challenges in the design and decision processes by
capturing the developers’ perspectives.

RQ3. “How can cryptographic library designers and imple-
menters be better supported to improve library security and
usability?” Cryptographic libraries face unique security and
usability challenges for developers, often complicating their
use. We seek to identify opportunities to better support cryp-
tographic library designers and implementers with creating
secure, usable APIs to improve overall software security.

In this paper, we make the following contributions:

Insights from Experienced Cryptographic API Develop-
ers. We report insights from 21 semi-structured interviews
with experienced developers of cryptographic library APIs,
including their opinions on API design and strategies for
decision processes. We find that levels of abstraction varied
across libraries, and decisions were influenced by standards,
other libraries, legacy code, and developers’ intuitions.

Key Challenges of Cryptographic API Design. We iden-
tify critical challenges in the design of cryptographic library
APIs, such as limited resources for usability engineering,
difficulty determining usability, balancing usability, security,
and flexibility, and a lack of specific, empirically validated
guidance in research and standards.

Recommendations for Usability Research and API De-
sign Guidance in Cryptographic Standards. Based on
our findings, we identify open research questions and give
detailed recommendations for future work on usable crypto-
graphic APIs. We argue that cryptographic standardization
should include API design and usability considerations for
multiple levels of misuse resistance and flexibility to help
cryptographic library developers make informed decisions.

2. Related Work

We discuss previous work in three key areas: API de-
sign principles and processes, the usability of cryptographic
libraries, and the impact of misusing cryptographic libraries
on software security. We put our work into context and
illustrate its novelty.

API Design Principles and Processes. Developers make
many design decisions to create an API [9]. Previous re-
search has emphasized the importance of good API de-
sign [10], and developed various guidelines for the cre-
ation of usable APIs. Henning offers general API design
recommendations [11], while Tello-Rodriguez et al. focus
on guidelines for web APIs [12]. Myers et al. argue for
the use of human-centered design approaches in API de-
sign [13]. Stylos et al. describe their work on a user-
centered redesign to improve the usability of an existing API
[14]. Macvean et al. discusses part of the web API design
process at Google, which includes an expert review of
a proposed API design [15]. Stylos et al. suggest user
studies to validate recommendations for API design [16].
Further, Weber et al. investigate the effect of immutability
on API usability and security, and call for further empirical
evaluation of API design guidelines [17]. Complementing

the work on design guidelines, studies aim to understand
developers’ current design decisions, processes, and issues
in API development [18], [19]. In interviews with API
developers, Zhang et al. found a need for better tool support,
as well as possibilities to collect feedback from developers
using the API [20]. For tooling to assist API developers in
implementing the recommended design guidelines, Santos
et al. implemented Dacite, a tool developed to help API
designers improve API discoverability and documentation
through design annotations [21]. In light of the positive
influence of good documentation on API usability [22], the
Jadeite tool provides documentation in the style of Javadoc
that facilitates API learning and navigation through the doc-
umentation [23]. Myers et al. state that API usability should
not only be considered during the design phase but also the
evaluation of the API [13]. Researchers have proposed HCI
methods to improve the evaluation of API usability [24],
as well as metrics to automatically measure API usabil-
ity [25]. Oliveira et al. suggest developer-centric piloting
and testing of libraries [26], and Ahasanuzzaman et al.
present a classification of online forum posts as a way
to collect user feedback [27]. Related work provides an
understanding of and guidelines for the general API design
process. Our work adds qualitative insights into the specific
case of cryptographic APIs.

Usability of Cryptographic Libraries. The identification
of misuse by developers as a key issue of cryptographic
libraries led to research into their usability. Patnaik et al
conducted a review of 45 years of security API usability,
discovering that there has always been a small focus on
documentation, code quality assessment, and organizational
practices when designing security APIs [28]. This aligns
with Votipka et al. calling for simpler APIs and more precise
documentation including multiple use and edge cases [29].
Green et al. suggested 10 principles for usable cryptographic
libraries in 2016 [30]. Furthermore, Gorski et al. conducted
extensive literature research on security APIs and identified
eleven crucial usability attributes that can be used to evaluate
security APIs in general [31]. Patnaik ef al. analyzed issues
on Stack Overflow to identify violations of these principles,
finding a high correlation to struggles of developers [32],
and Wijayarathna et al. used them to design a cryptographic
library evaluation questionnaire [33]. Based on a comparison
study with developers including the questionnaire, Acar
et al. recommend simplicity, high-level abstraction, safe
defaults, better documentation, code examples, and devel-
oper warnings as measures to improve usability [8]. These
recommendations are echoed by other API analyses [34],
[35], an issue analysis and survey [36], and developer stud-
ies [37], [38]. Based on the identified issues and recom-
mendations there have been efforts to improve the usabil-
ity of cryptographic libraries by designing and introducing
warnings [39], [40], external code examples [41], semantic
interfaces [42], [43], and usability focused library design
and development [44], [45]. We expand on the above prior
work by leveraging in-depth interviews with experienced
cryptographic library designers and implementers to inves-



tigate their design and implementation processes, practices,
and challenges and better understand cryptographic library
security and usability.

Impact of the Misuse of Cryptographic Libraries on
Software Security. Multiple studies illustrated the negative
impact on software security when misusing cryptographic
libraries. An analysis of faulty cryptography implementation
in software attributed approximately 83% of root causes
to misuse of cryptographic libraries [46]. Further studies
found incorrect usage of libraries in 88% of 11,748 analyzed
Android applications [6], 65% of 98 scanned iOS applica-
tions [47], 78% of open source Java projects [5], 52% of
open source Python projects [7], and as a common reason for
vulnerable SSL connections in critical software [48]. Gao
et al. found that updates to commonly used Android apps
often do not fix cryptographic library misuses and, in many
cases, even reintroduce security issues that were previously
fixed [49]. Tools for the automated detection and repair of
cryptographic library misuse have since evolved [50], [51]
and performed well on benchmarks [52]. Paletov et al. infer
safe API usage rules from code changes on GitHub under
the assumption that these fix issues rather than introduce
them and recommend these rules to developers as security
checkers [53]. However, a recent evaluation of such tools
identified several flaws that impede the discovery of misuse
in practice [54]. Another study found a significant discrep-
ancy between the capabilities of various tools for misuse
detection and developers’ expectations of these tools [55].
Through our interviews, we seek to gain insights to help
overcome challenges of cryptographic API design and re-
duce cryptographic library misuse.

3. Methodology

In this section, we illustrate our methodology for in-
terviewing 21 experienced designers and implementers of
cryptographic libraries. We describe our analysis approach,
highlight ethical considerations, and discuss limitations.

3.1. Recruitment and Demographics

Developers of cryptographic library APIs are a small
expert population that is challenging to recruit. We aimed
for a diverse sample that includes foundational libraries that
support the ecosystems of different programming languages
as we consider their influence and thus, their challenges
to be of particular importance. To achieve such a sample,
we employed various recruitment strategies, including re-
cruitment from our professional networks, snowball sam-
pling [56], invitations to public email addresses of develop-
ers and maintainers of well-known cryptographic libraries,
and posts on mailing lists of cryptographic libraries and the
IETF cfrg mailing list [57]. Of these strategies, snowball
sampling and posts to mailing lists were most successful,
recruiting 14 of our 21 participants. With 21 interviews, we
had reached thematic saturation [58] and stopped recruit-
ment. While our approach led to a convenience sample,

we are confident that we have interviewed a diverse and
meaningful group of developers of cryptographic library
APIs. Our sample includes open-source (17) and proprietary
(4) cryptographic library developers, and many of our par-
ticipants have worked on several cryptographic libraries over
the years. Two participants maintained the same library, all
other projects were unique. Prior to scheduling an interview,
we asked participants to fill out a short demographics survey,
which we provide in our replication package (cf. Availabil-
ity). To protect our participants’ anonymity, we only provide
aggregated demographics in Table 1. For context, we also
provide some project information in Table 2.

3.2. Interview Procedure

We conducted and recorded the 21 interviews between
July 2023 and February 2024 online using an online con-
ference tool of the participants’ choice. We developed the
interview guide based on our research questions, and eval-
uated it in a pilot interview. We made adaptations based
on the participants’ feedback and excluded the pilot from
our dataset. Figure 1 and below illustrate the final interview
structure. Appendix A contains the interview questions,
and we provide the full interview guide in our replication
package (cf. Availability). We split our interview guide
into an introduction, seven question sections with open-
ended questions and associated follow-up questions, and a
debriefing. The interviews took an average of 62 minutes.
Introduction. We thanked the participants for their time and
explained the interview structure and the procedure for our
analysis. We gave brief information about the involved insti-
tutions and our research and obtained consent for recording.
Personal Background. Starting with introductory questions,
we aimed to learn about the participants’ backgrounds and
experiences with working on cryptographic libraries.
Design Decisions. We asked the participants about the
current design of their library and its API. That includes
its purpose, differences from other cryptographic libraries,
their algorithms, and functions. Moreover, we asked the
participants how they designed functions, chose defaults,
wrote documentation, and addressed usability considera-
tions. Finally, we asked about the potential challenges of
API design decisions our participants had experienced.
Project Processes and Tooling. We asked about the partici-
pants’ organizational structure and decision-making process
to get an impression of their current project’s development
processes and workflow, tooling, and knowledge transfer.
Initial Design Process. Further, we asked participants about
the initial design decisions of the cryptographic library and
its API. We encouraged them to explain the early implemen-
tation process and inquired about the information sources
they considered. Lastly, we requested participants to discuss
any challenges they faced in the initial design phase.
Updates. To gain insights into update procedures, we re-
quested the participants to describe update processes and
reasons for updates. Moreover, we asked participants if they
stay informed on the latest cryptographic advancements and



TABLE 1. AGGREGATED DEMOGRAPHICS OF OUR PARTICIPANTS

TABLE 2. PARTICIPANTS’ PRIMARY PROJECTS AND ROLES.

Alias®'®  Library Usage Library Access
P1! General Purpose Library Open Source

p2! TLS for Embedded Devices Open Source

p3? General Purpose Library Open Source®
p4! Language Default Library Open Source

p5? Wrapper for OS Crypto Lib Company Internal
pPé6! Language Default Library Open Source

p7! Micro Library Open Source

ps! General Purpose Library Commercial Product”
P9! General Purpose Library Open Source
P10! API for New Standard Open Source
PI11! General Purpose Library Open Source
P12! Crypto for Security Software ~ Open Source
P13! Micro Library Open Source
P14! TLS for Embedded Devices Commercial Product”
P15? General Purpose Library Open Source®
P16! Research Library Open Source
P17! Web Signature Library Open Source
P18? Crypto for Firmware Company Internal
P19! Research Library Open Source
P20? General Purpose Library Open Source®
P212 General Purpose Library Open Source®

Number of Participants 21
Years of Experience in the Design and Implementation of
Cryptographic Libraries:

Mean 11.97
Median 10
std 7.98
Min 2
Max 32
Crypto Engagement:

Main Occupation 12
Secondary Occupation 6
Something I do in my free time 3
Cryptography Learning Resources*:

University courses 11
Textbooks 14
Research papers 20
Tutorial books 4
Online courses (e.g., coursera) 10
Informal community discussion (Discord, Slack) 10
Forum-based platforms (Reddit) 6
QA platforms (Kaggle, Stackoverflow) 6
Company-provided trainings 1
Conferences 16
Cryptographic Standards 18
Other: Reading/Writing Cryptographic Code 5
Education:

Secondary school (e.g. American high school, German Gym- 2
nasium, Spanish or French Baccalaureate, British A-Levels)

Some college/university study without earning a degree 1
Bachelor’s degree (B.A., B.S., B.Eng., etc.) 3
Master’s degree (M.A., M.S., M.Eng., MBA, etc.) 9
Other doctoral degrees (Ph.D., Ed.D., etc.) 5
Prefer not to disclose 1
Field of Degree*:

Computer Science 7
Cyber/Computer Security 3
Cryptography 3
Mathematics 3
Electrical and Computer Engineering 2
Other 2
Employment Status:

Employed full-time 13
Independent contractor, freelancer, or self-employed 7
Employed part-time 1
Student 1
Programming Language*:

C/C++ 11
Rust 4
Golang 3
Python 2
Jasmin 1
WebAssembly 1
Zig 1
Java 1
Assembly 1
Location:

North America 11
Europe 9
Oceania 1

* multiple answers allowed T open-ended answers

Role 1 Maintainer, 2: Member of Development Team
Y Open Source License Available < Developed in Company

new API design developments. Finally, we inquired about
challenges they faced regarding update decisions.

User Interactions and Feedback. This section focused on
the communication and interaction between the designers,
implementers, and users of cryptographic libraries. We asked
about communication and feedback channels, and the impact
of user feedback on API design and implementation.

Challenges and Wishes for the Future. In the final section,
we asked about the biggest challenges when designing,
developing, and implementing APIs for cryptographic li-
braries. We also encouraged the participants to mention
ideas and wishes for improving future cryptographic library
design and implementation.

Debriefing. At the end of the interviews, we asked the
participants if they had any further comments. We stopped
recording and offered the participants a compensation of
$60 and a preprint of the paper once we finished the study
and before publication. Lastly, we thanked all participants
for their valuable time and discussed final comments and
recommendations off the record.

3.3. Qualitative Analysis

We transcribed all interview recordings using the GDPR-
compliant manual Amberscript transcription service [59].
We then conducted thematic analysis following the process
outlined by Braun et al. [60]. We used a semi-open coding
approach, developing an initial set of codes based on our
research, interview questions, and impressions from the
interviews. Additionally, we allowed new codes to emerge
from the data and iteratively refined our codebook during
analysis. The first author coded all interviews, and each was
independently coded by at least one of two more coders.
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2. Design Decisions
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Figure 1. Overview of the sections of our interview guide.

Coders met to discuss and resolve any disagreements. Thus,
we refrain from reporting inter-rater reliability [61]-[63].
All coders met and used affinity diagramming [64] on the
final set of codes to identify themes. Our final codebook is
available in our replication package (cf. Availability).

3.4. Ethical Considerations and Data Protection

Our institution’s Ethical Review Board approved this
interview study. Throughout the study design and execu-
tion, we prioritized ethical practices described in the Menlo
report [65], ensuring voluntary participation. During the
recruitment process, we provided potential participants with
details about the purpose of the study. Before each interview,
we informed the participants of the structure and estimated
duration of the interviews and reassured them that their
reported practices were not being judged. Instead, the focus
was solely on their opinions and experiences. We obtained
informed consent from all participants to record audio and
emphasized that they could refuse to answer any questions
or stop the interview at any time. To compensate participants
for their time, we offered $60.

We complied with national data protection laws and the
general data protection regulation (GDPR) in our entire pro-
cess. We stored the collected data encrypted in an internally
hosted cloud and commissioned transcripts with a service
based in the EU and compliant with the GDPR.

3.5. Limitations

Some limitations and biases typical for interview studies
apply to our work, such as self-report bias, under- or over-
reporting bias, recall bias, and social desirability bias. We
attempted to mitigate these by carefully probing for elabo-
rate answers, and assuring participants that we do not judge
their practices. Our study examines an expert population
that is small and difficult to recruit. Hence, most of our
participants were highly educated and had many years of ex-
perience developing cryptographic libraries. In addition, our
sample may be influenced by sampling biases resulting from
snowball sampling and self-selection. We mentioned API
design and usability during our recruitment process, thus the
cryptographic library designers and developers in our sample
may be especially interested or knowledgeable in usability
and API design. Therefore, our results do not necessarily
generalize to the overall population of cryptographic library
developers. Instead, our analysis is qualitative in nature, and
the insights we provide into cryptographic library APIs’
design and development processes must be interpreted in
context.

4. Results

We report the results of 21 semi-structured interviews
grouped by the themes we identified below. The analysis
and all results are qualitative in nature and should not
be interpreted as quantitative or representative findings. To
avoid presenting numbers while preserving a general sense
of prevalence and weight, we use the quantifiers depicted
in Figure 2 in our reporting, following the example of prior
interview studies in our field [62], [66]-[69].

None All

100%

0% AFew . Some . Many . AboutHalf © Majority Most . Almost All
15% 30% 45% 55% 70% 85%

Figure 2. Overview of quantifiers and corresponding shares of the 21
participants as used in result reporting.

We report on learning resources, API designs, influences
and decision factors, and usability challenges including eval-
uation and tensions with other design goals. Figure 3 depicts
an overview of how these topics interact, influence each
other, and determine cryptographic API design.

4.1. Acquiring Knowledge on Cryptography and
Library Design

Our data initially pinpoints two areas from which our
participants drew their cryptographic experiences. Firstly,
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Figure 3. Overview of the connection between design influences, API
design, and usability evaluation.

we identified structured learning resources, and secondly,
our participants also fostered much of their experience
through access to various community resources. About half
of our participants learned cryptography through learning
by doing or self-teaching, e.g., by writing cryptographic
code themselves and by “playing with it and learning little
bits as I went along” (P3), drawing on both structured and
community resources.

Structured Resources. Almost all participants stated they
used or had used some form of structured resource influenc-
ing their experience with cryptography. A few participants
had been exposed to basic maths and sometimes cryptogra-
phy in earlier school years, e.g., in high school, and had de-
veloped their interest from there. Most participants, however,
reported that their most influential exposure to cryptography
was in some form of higher education institution, such as
maths, computer science, or explicit cryptography courses
at universities or colleges. In addition, some participants
reported that they actively drew some of their knowledge
from academic research papers. Another type of structured
learning we encountered was books. Moreover, some partic-
ipants attended structured online courses on cryptography.

Community Resources. Further, most described commu-
nity resources influencing their cryptographic knowledge.
The majority of our participants had gained cryptographic
experience in further steps of learning cryptography on their
job, both in a corporate and a general project context. In
relation, reading and working with source code of other
cryptographic libraries has been mentioned by some par-
ticipants, “trying to understand how everything was work-
ing.” (P10) One of these also mentioned the documentation
of projects as a source of knowledge. Furthermore, some
participants mentioned social interaction spaces where they
exchanged ideas and shared knowledge. A few participants
mentioned scientific conferences or social collaboration
tools like Slack or Discord.

Cryptography Knowledge Stems from Structured and Com-
munity Resources. Our participants did not rely upon a uniform
resource to gain cryptographic knowledge. Both structured, e.g.,
books and courses, and community resources, e.g., documen-
tation and source code of other libraries, contributed to their
education on the subject.

4.2. Reported API Designs

Discussed API design aspects include the libraries’ pri-
mary purpose, design goals, primitive selection, level of
abstraction in function design, and additional information
sources such as warning or error messages and the li-
braries’ documentation. Our participants reported on diverse
libraries, and API designs covered a wide spectrum across
these design aspects.

Library Purpose. The primary purpose of our participants’
libraries played a major role in determining design goals
and influenced many design decisions. Our interviewees
developed libraries for a wide variety of purposes. Some
participants worked on libraries with specific purposes, such
as optimized implementations for embedded systems, sup-
porting cryptography research, or implementing one specific
primitive, i.e., providing a microlibrary. The majority, how-
ever, considered their libraries general purpose, seeking to
provide a range of cryptographic functionality that supports
many use cases. Some considered TLS connections to be
their main use case, and some aimed to be the primary cryp-
tographic library for their specific programming language.
Other participants noted that the programming language was
a design choice, and some wished to change it, typically to
increase memory safety. Next to standalone libraries, many
participants reported that their libraries wrapped an underly-
ing cryptographic library, sometimes to make it available in
a different language, or to provide a more usable interface.
In contrast, a few interviewees also intended their library as
a foundation for others to write wrappers in other languages
or to use it in higher-level cryptography like protocols: “We
assume that the typical consumer [...] would be somebody
who is implementing a higher-level crypto library, and they
will know which algorithm they need.” (P19) This quote also
demonstrates how the library purpose connects to the in-
tended users of a library. Most of our participants generally
considered their users’ expertise when making API design
decisions, and only a few explicitly stated that they do not
consider it. Some participants developed their libraries for
specific user groups, and a few mentioned challenges when
their library was used by people not part of this designated
group. One developer of a research library described how it
was used in commercial products despite not being intended
for use in production systems, and another participant elabo-
rated how they felt about users ignoring the library’s security
disclaimers: “I tend to feel it is buyer beware, I told you this
is unsafe and you used it anyway. It’s on you.” (P17)
Design Goals. Our participants derived a number of design
goals from their libraries’ purpose, intended use cases, and
users. Almost all participants considered good usability an
essential design goal for their library. They most frequently
named the reduction of misuse potential as a motive, often
in conjunction with perceived low cryptography expertise of
users:

“It should be idiot proof, meaning it should be as difficult as
possible to implement insecure encryption using the library.
[...] It should tell you what you’ve done wrong if you make
a mistake.” — P8



About half of the participants wanted their library to work
out of the box to ease adoption and prevent user frustration.
In addition to low expertise, they considered that users may
have little time and resources for cryptography, one stating
how people “want to copy and paste stuff, especially since
users of crypto are not people who are interested in crypto
most of the time.” (P10) Security was another major design
goal for which participants formulated several subgoals.
Many of our interviewees considered the memory safety
of their libraries, either through implicit guarantees of the
programming language or by designing their API to control
the necessary memory allocations tightly:

“There can be very little risk of causing a buffer overflow or
anything because these have static sizes. If you look at the
[LIBRARY’S] APIs, they have the same key, which is over 32
bytes. The nonce is always 24 bytes and so on.” — P13

In addition, most sought to reduce their library’s and API’s
complexity to help with misuse resistance and several se-
curity goals, including minimizing the attack surface and
reducing the maintenance burden, as well as supporting
auditability: “My day job is code auditing. I've been a
security auditor for the last 10 years. For me, [...] the
code auditability is extremely important and also a limited
attack surface.” (P13) To what extend they considered it
possible to reduce complexity depended largely on the li-
brary’s purpose, as it stands in direct conflict with some
general purpose libraries’ goal to offer as many primitives
as possible. Still, a few participants prioritized complexity
reduction:

“I think we have an unusual allergy for complexity. We will
gladly take 80% less code if it has 20% lower performance
or implements a subset of a spec if that’s what 90% of our
users will ever use. That will expose less attack surface, and
we don’t consider completeness a goal.” — P4

Additional design goals included performance and interop-
erability with other libraries for a majority of our partici-
pants, and flexibility e.g., to support cryptographic agility
and accommodate new algorithms, for about half of the
participants.

Primitive Selection. All libraries except the two micro
libraries included and exposed multiple cryptographic prim-
itives. Several factors and design goals contributed to our
participants’ decision to include or exclude primitives from
their library. A majority considered standardization an in-
clusion criteria, indicating that it implies security, relevance,
and interoperability. However, the majority also mentioned
relevance and popularity as a separate criterion, detailing
that not all standardized primitives are (still) popular or
relevant, and that not all popular or relevant primitives are
standardized yet. Thus, some participants excluded primi-
tives due to limited use, and in order to reduce complexity
and maintenance costs. Others deemed newer, experimental
primitives worthy of inclusion to cover more use cases, or
to

“be able to ship a library that has at least two options. One is
conservative and well-adopted, and one is more experimental

but believed to maybe have a longer crypto life period where
it’s not going to be broken.” — P17

Many participants also included primitives that are part of
government regulations such as FedRAMP [70]. Finally,
some participants excluded primitives due to known vul-
nerabilities.

Perception and Level of Abstraction Vary. The design
of the API itself, i.e., the available functions and their
signatures, steer an API’s level of abstraction by determining
users’ access to the underlying primitives. A higher-level
design that limits user options both reduces the potential
for misuse, but also limits the API’s flexibility, while a
design with low level access has the opposite effect. Our
participants’ desired level of abstraction and their percep-
tion of what constitutes high- or low-level access varied
widely. Participants had an inconsistent understanding of
when an API provided high- or low-level access, depending
on whether they compared it to libraries that allow detailed
configuration of cryptographic algorithms or to libraries that
accept no parameters other than the plaintext for encryption.
They described abstraction levels ranging from “very low-
level” (P16) to “very high-level” (P19). However, most of
our participants provided both higher and lower-level access
to the included primitives through multiple functions, while
only a few restricted themselves to either one. Even those
who considered their API mainly higher-level still often
exposed lower-level options to maintain flexibility and avoid
blocking users from using the library. About half of our
participants divided their API into multiple layers for the
user to choose from, and a few wished for such a separation.
For individual function signatures, many participants stayed
close to the respective standards they were implementing,
and about half employed speaking or consistent names for
functions and parameters to foster overall consistency and
usability.

The spectrum of abstraction levels then became es-
pecially apparent in participants design choices on what
parameters to expose, and whether to provide defaults for
these parameters. Many participants reported that they did
not restrict the parameters in any way, but most of our
participants limited the choice given to their users by either
deciding to not expose certain parameters, making them
unconfigurable, or by providing a range or enumeration
of possible values. About half took this principle further
and denied any choice besides parameters they considered
necessary. While this can generally be considered high-
level access to the primitive, there was still disagreement
on what constituted a necessity, with one participant stating:
“Necessary parameters are keys and additional data sizes
of keys.” (P11) while another mentioned: “The default is
just all the keys are automatically generated and |[...]
managed.” (P12) Many participants further used abstract pa-
rameter types to hide complexity, support multiple different
representations of keys, or to account for better backward
compatibility:

“We always return an opaque object. If we return different
types of opaque objects for new keys, the code still works



also. Due to that, we can easily add algorithms and change
things without changing, without breaking the AP1.” — P3

Parameter defaults provide an opportunity to enable
high-level usage without setting parameters while at the
same time allowing for low-level configuration if desired
by the user. While many participants set defaults wher-
ever possible, others used defaults only sparingly or not at
all, explaining that it is hard to choose appropriate values
without knowing the use case. One participant discussed
how defaults impaired auditability, requiring auditors to
investigate which version of a library was used and provided
what default instead of seeing the value of cryptographic
parameters directly in the code. When selecting default
values, the majority of participants strove for safe defaults,
and many chose values they expected to work in most cases.
Our participants also considered standards, regulations, or
the anticipated hardware when choosing defaults.

To summarize, our participants did not agree on any
ideal level of abstraction, and the level of abstraction a po-
tential library user is exposed to varied on a broad spectrum:

“[LIBRARY-0] lets you do only very specific things. You’ve
basically no choice at all. Whereas [LIBRARY-1] exposes
basically everything, you can fiddle with things at very low
levels. [...] I don’t think there’s going to be one right answer,
horses for courses, as they say.” — P21

Additional Information in Warnings and Documentation.
Our participants used errors, warnings, and documentation
to communicate correct and incorrect usage of their API to
users, attempting to increase usability and misuse resistance.
Almost all of our participants used error messages and ex-
ceptions to clarify failures or inform their users about invalid
parameters. However, many also stated that this can conflict
with security, and that they needed to be careful about
potential information leaks when using errors or exceptions:
“One example [...] is concerning decryption failure. Under-
standing which type of decryption failure happened, |[...]
can be used to leverage these certain types of attacks.” (P6)
In addition to errors, many libraries issued warnings to
inform their users about less secure options, e.g., when they
provide more secure mechanisms but also “the weaker ones
for backward compatibility, but with warnings and caveats
to the developer when choosing to use these.” (P6)

All participants reported documentation that provided
examples or explained options and use cases for the API,
while many also highlighted potential pitfalls. Some used
the documentation to recommend high-level functionality
or parameters over low-level interfaces to avoid misuse.
The majority of our participants wrote their documentation
manually, and about half were dissatisfied with the current
state of the documentation, e.g., seeing a mismatch with the
goal to inform users on safe usage: “[T]he documentation
should strive to explain what it does and how to use it safely.
[...][J]ust because of the complexity of [LIBRARY] and
its interfaces, there is a big gap.” (P15) Some participants
attributed less importance to documentation, regarding the
test cases of their library as good examples.

Levels and Perceptions of Abstraction Varied. Different li-
brary purposes resulted in a variety of design goals, which in
turn guided primitive inclusion, function design, and information
for users. They led to varying abstraction levels, and there was
no consensus about which API designs provided high- or low-
level access.

4.3. Legacy, Standards, Community and Back-
ground Influence Design Decisions

Our participants discussed the decision making pro-
cesses for their API design, and reported many factors
that influenced their individual API design decisions. All
our participants were involved in at least one library’s
decision-making process. The majority were involved in
cryptographic libraries with a small team of core maintainers
making design decisions. About half were part of a library in
which the main maintainer, usually the participant, made the
final API design decisions, and a few participants named a
committee, a management position, or a security department
as decision makers. About half of the participants explained
that design decisions were typically made after reaching a
consensus in discussion, requiring no authoritative final say.

Our participants described how the existing APIs af-
fected their design choices because of backward compati-
bility and consistency concerns. In addition, they turned to
standards and community resources for reference. However,
almost all of our participants stated that some decisions
ultimately depended on their personal tastes and opinions.

Initial Design Decisions. A majority of our participants
made many important design decisions in the initial phase
of creating a new cryptographic library. These decisions
included the library’s primary purpose and design goals,
but also specific technical aspects of the API design such
as how to structure functions and objects. Participants often
made these decisions based on their reasons to create a new
library. Most participants saw problems or gaps in existing
libraries at the time. First, some wanted to implement new
functionalities and cryptography designs that did not exist
in a language or environment before, such as PS5 asking
themselves “do we already have algorithms or cryptography
that can accomplish this in a sound way? Then usually
it becomes, no, we don’t yet. We need to go make some-
thing.” (P5) Second, some were unhappy with available
solutions. They started rewrites, forks, or new projects with
consciously different design decisions to achieve design
goals such as improved usability, better performance, or
less resource requirements, catering to embedded devices:
“It should be possible to do something which is a lot
lighter.” (P2) Some participants also began libraries with
a concrete use case or user base in mind, informing their
design decisions. This was the case for most of the pro-
prietary and micro libraries. It also applied to some open-
source projects, such as one inviting potential users to take
part in the initial design process: “We have meetings every
week or so that anybody can join. [...] there are some actual
users of these APIs.” (P10)



Maintaining Consistency and Backward Compatibility.

Existing API design influenced the design decisions of all of
our participants, and about half of them directly described
how initial design decisions continued to shape their cur-
rent API. For example, one participant explained that their
concept was “initially meant for symmetric stream ciphers,
and then everything else got bolted on.” (P11) For some
participants, this resulted in persisting problems: “We are
still dealing with choices we made back then, which is that
we bound everything we could rather than actually only
binding the things we required.” (P1) Past design decisions
typically became problematic because of the cryptography
field’s continuous growth and development, which a major-
ity of our participants identified as a challenge for consistent
API design. They described how new algorithms and designs
emerged, and how new attacks and problems made old
implementations dangerous or obsolete. Several participants
regretted some of their design decisions in hindsight, such
as one pointing out how post-quantum cryptography devel-
opments had highlighted their designs deficiencies in terms
of flexibility and extensibility:

“It just assumes that Diffie-Hellman is the only key estab-
lishment mechanism in existence. Of course, that’s no true. It
wasn’t true then, but now it’s relevant and not true because
we have actual post-quantum cryptography things.” — P7

Participants attempted to address these problems while try-
ing to maintain consistency across their library’s API and
ensuring backward compatibility. They introduced new APIs
with a different design, or changed or deprecated existing
ones, with all approaches presenting challenges. Deviating
from past design in new APIs often meant a loss of con-
sistency across the API, which participants considered a
difficult decision to make “because that puts consistency
with existing APIs, as much as they might be bad, [...] up
against the benefits of whatever the change would be.” (P12)

A major problem with changing or deprecating exist-
ing APIs was preserving backward compatibility, which
almost all participants were concerned about, and a ma-
jority perceived as challenging to maintain. Many partici-
pants reported having backward compatibility commitments
or guarantees for their libraries, and almost all carefully
weighted breaking changes against the potential workload
they would cause for all of the library’s users. In addition,
many participants pointed out that breakage should align
with the library users’ expectations: “If we introduce a
breaking change at any point in time, it’s not going to
break just one application. It’s going to break absolutely
everything.” (P10) Reasons to accept breaking changes such
as deprecation included vulnerabilities, APIs being easy to
misuse, and a general lack of use. While many participants
removed deprecated functionality from their code, some
did not to avoid breakage. Instead, they pressured users to
abandon deprecated API features by providing no support
or removing them from the documentation. A few also
had direct access to upstream projects and implemented
the necessary changes following a deprecation themselves.
However, about half of the participants identified problems

in the deprecation process or wished for a better one, citing
warning fatigue and slow user adoption rates. In addition,
many decided not to deprecate at all to preserve backward
compatibility and continue support for consumers with long
update cycles: “We won’t be deprecating really almost any
of our API because a user or customer might be using it,
so we try to support it. That’s why it’s set in stone once it’s
written.” (P14)

In summary, existing API design was a large influence
on design decisions, especially since reworking API design
while maintaining consistency and backwards compatibil-
ity was perceived as a major challenge. This led some
participants to feel stuck with prior design decisions. One
participant stated that API designers should therefore “try
to do it very right at the first time” (P20) to avoid such
challenges.

Standard Guidance Leaves Room For Personal Choice.
Cryptography standards often guided our participants de-
sign decisions, but participants did not always agree with
them, and most standards left room for interpretation and
personal choice. Most participants followed the cryptogra-
phy standard that they were implementing with their API
design. The majority of the participants selected primitives
based on standards, many modeled their function design
following the standard documents, and a few said they took
parameters and defaults from a standard. Often, participants
considered it mandatory to adopt the standard specification
for their API design to ensure compliance, consistency, and
interoperability: “When you’re building something that is
not just a primitive, you have to base the API on the
RFC.” (P7) However, a majority of our participants reported
that not all design decisions were specified in the standards,
or wished for fewer options to choose from. They felt that
consistency and interoperability were threatened by a lack
of specificity, and thought that standards could improve
developer guidance for API design by being more specific:

“That’s an important part of writing a standard, which is to
give clear support to the developer to make the right API
choices. Oftentimes the advice is more generic than would fit
the particular use case.” — P6

In contrast, one participant described how they disagreed
with a specific design choice in a standard, and felt that
it hindered their goal of having tight restrictions against
misuse: “Sometimes the standard will say things like the
algorithm field is optional in the key, which is obviously
not helpful if I intend to always make it mandatory.” (P17)
Such disagreement illustrates one reason why standards
leave options for individual decisions by implementers and
API designers. Standards are developed in a collaborative
process, and some of our participants pointed out that
achieving a consensus in the cryptography community about
which option, design, or parameter set is best was very
difficult. Different design philosophies exist, and use cases
and environments cause varying requirements. Thus, picking
the best option is far from a trivial problem. One participant
believed that an ideal goal would be a perfect match of
cryptographic properties and developer expectations, but



conceded that there was no clear path to achieve this given
the diversity of expectations:

“I think the thing to be wished for is a perfect alignment
between cryptographic algorithms and the properties they
provide and developers’ expectations of them, which is even
more than a money and people problem.” — P21

In addition to these fundamental problems, some partic-
ipants thought that the standardization process does not
necessarily equally reflect the opinions of the entire cryptog-
raphy community. They cited difficult access for less-known
community members and an imbalance between large tech
companies and open-source maintainers.

Overall, our participants considered standards to be im-
portant and binding guides for their implementation that
tended to lack specificity. The standards did not provide our
participants with conclusive information on how to make all
of their API design choices, and almost all of them reported
at least one decision they had made based on their personal
opinion of what achieved the best balance of their design
goals such as security, usability, flexibility, and performance.
As one participant said, “We went our own way as best we
saw fit.” (P1)

Community Influences Personal Choice. Informal com-
munity resources played a significant role in forming our
participants’ opinions on cryptography and API design, and
thus affected their design decisions. About half of them
referred to programming language or community best prac-
tices for some of their design decisions, and all looked at
the source code of other libraries to learn from existing
implementations. Most mentioned one or more libraries
that inspired their design choices or that they wanted to
be consistent with. In line with the initial goal to fix a
problem or fill a gap in existing libraries as described above,
many participants attempted to learn from other libraries and
improve on them. They evaluated what did and did not work
in other libraries, and adopted or avoided certain design
choices accordingly. In addition, about half of our partici-
pants received feedback from cryptographers not associated
with their library, who either tried to use their libraries, or
whom they met at community venues like conferences:

“In terms of people going, "Oh, wouldn’t it be nice if this
was more ergonomic or I think it would be harder to misuse
ifyoudid X, Y, and Z." [...] Those are conversations we get
in the hallway track with other cryptographic developers.”
— Pl

Typically, our participants evaluated multiple community
resources to inform their own opinions.

Legacy Code, Standards, Other Libraries, and Developer In-
tuition Influenced Design Decisions. Maintainers, committees,
or management staff made cryptographic API design decisions
strongly influenced by legacy APIs due to consistency and
backward compatibility concerns. Standards, best practices, and
other cryptographic libraries guided decisions, but left open
questions that required a decision based on personal opinion.

4.4. The Challenge of Finding Usable API Design

Usability was a goal for all our participants and an
essential aspect of the API design. However, many partic-
ipants noted the high complexity of cryptography being in
conflict with designing usable API access. Participants had
limited developer hours and funding to spend on usability,
and struggled to identify usable API design. Furthermore,
the resources for decision making described above made
either no or few clear recommendations regarding usability,
leaving especially much room for developer decisions in this
area. To compensate, our participants attempted to make
the best of the situation through personal choices based
on feedback and their own experience, but they could only
measure their success to a limited extent.

Finding Usable API Design Is Hard. Our participants
found it difficult to identify what API design achieved good
usability, and used different approaches to help them with
this task. Many actively tried to keep up-to-date with new
knowledge in API usability best practices. For formalized
knowledge and scientific insights on usable APIs, only some
of our participants turned to academic publications. They
were aware that research in this area exists, and felt that
it could help them: “There are also some examples that
you can rely on from academia, [...] there are lessons
you can take from these.” (P6) However, about half of
the participants saw a gap between literature and practice,
and explained that it was hard to find results that were
directly applicable to their work. They criticized the quality
of example code and functions, if any was available, as too
far from practice. As one participant put it: “The discussions
of API design in formal literature have always felt fairly re-
moved from the realities of maintaining a [...] project.” (P4)
A few participants wished for the inclusion of additional
guidance on API design in cryptography publications, with
one elaborating that they meant “not providing APIs, but at
least providing the set of functions that would make sense
for an API to expose [...].” (P10) Some participants also
suggested that more usability and user research studies on
cryptographic APIs specifically could be beneficial: “Also,
usability researchers getting involved in setting these best
common standards and practices, would be useful.” (P6)
As a concrete research gap, some participants said they
lacked a systematization of best practices for the usable and
secure design of cryptographic APIs, emphasizing that the
knowledge appears to be scattered and hard to access:

“Looking at other libraries, figuring out what their experi-
ences were, what do they regret, what would they do differ-
ently, how successful was each decision is something that
would probably benefit from the systematization of knowl-
edge.” — P4

Informally, our participants used evaluation of other libraries
and discussions in community channels in an attempt to

identify usable cryptographic API design, but lacked acces-
sible scientific backup for their efforts.

Utilizing User Feedback Is Helpful But Resource-
Intensive. To complement the insights on API usability our



participants gained from research and community resources,
they looked at feedback they received from their users. Most
participants received feedback on user needs and mistakes.
While a majority considered large parts of the feedback
unqualified, most participants still utilized it to identify
API usability problems and try to improve their API. They
achieved this, e.g., by asking themselves “can I make the
code easier to use or can I make a change to the manual
to solve this problem for them [...] even if it’s, let’s say,
it’s a stupid question.” (P8) About half stated that they ac-
tively sought user feedback to gather usability information,
indicating that they valued their users’ perspective on API
usability. The majority used GitHub issues or pull requests
to exchange feedback over bug reports or feature requests,
about half mentioned exchange via email or mailing lists,
and many mentioned community exchange platforms like
Slack or Stack Exchange. A few, however, also stated not
receiving any input.

While feedback provided valuable insights, processing
it also entailed some challenges. The majority of our par-
ticipants considered and addressed feedback as it came
in, indicating no particular strategy, and some participants
explicitly noted that they were not employing a systematic
evaluation. In combination with the large amount of feed-
back that participants perceived as unqualified, this meant
that some of them struggled to handle all their feedback.
One noted how they had to take care “to not burn out just
from the weight of stupidity of your users.” (P1) Several
participants reported receiving a lot of basic questions that
showed a general lack of understanding of cryptography,
and sometimes even programming, by the users. And even
from users with such basic understanding, not all feedback
was perceived as helpful, and there were several reasons for
participants to deny user requests. On one hand, participants
made content based decisions. They denied requests that
focused on individual needs rather than generally improving
the API, or requests that they deemed insecure: “Sometimes
it’s looking at the person saying, we can’t do this, this is
insecure. No, we will not support symmetrically encrypted
data that lacks integrity.” (P3) On the other hand, social
effects played a role in accepting or denying user requests.

Some participants reported unreasonable expectations or
even threats in the feedback they received, especially in the
open source space. Depending on the developers’ personal-
ity and confidence in their own and their project’s standing
in the community, responses to such feedback varied. One
participant reported that they did not consider it on principle:
“Lots of these requests remain unanswered just because they
are formulated where ’you must do this now, otherwise, 1
stop using your library’.” (P11) In contrast, another par-
ticipant felt uncomfortably pressured by user expectations
and threats. They described how they sometimes gave in to
user demands, especially in the earlier years of their project
when they were still looking to establish themselves in the
community and the project depended a lot on early user
adoption:

“In some cases, I think we just got bullied into doing it. There
are social effects there. [...] In like 2010, I was much more

easily influenced by people being shouty on the internet than
perhaps I should have been.” — P12

To summarize, participants indicated that the feedback
they received, while informative, required effort to sift
through and personal judgment that withstands unreasonable
expectations and threats to identify useful insights.

Lack of Usability Evaluation Tools. Similar to the lack of
strategy in user feedback evaluation, our participants lacked
the tools to perform a formal usability evaluation, and most
of our participants did not have a process to test for usability.
While many participants thus did not test for usability at
all, about half described that they imagined themselves as
a user of their library to evaluate usability. “If I can use it,
it’s already a victory. Most of the way I design the API, [
build on my experience of reading my own code from several
months or years before.” (P2) This approach meant that the
API developers’ perspective strongly influenced decisions
on usability, and a few participants reflected on how their
perspective may differ from that of actual users, especially
regarding cryptographic expertise: “I’ve spent a lot of time
as a developer, I asked myself, what would I want? Okay,
I have more crypto experience than most, which makes it
hard to judge.” (P3) One participant tried to diversify the
user perspective by creating personas of user groups they
thought used their library, and envision their point of view.
However, none of our participants mentioned any formalized
framework or tool that would support them with usability
evaluation.

Resources to Determine Usability Are Missing. Our partici-
pants lacked sources and approaches to determine what achieved
good usability. They used different strategies to find usable API
design, filling a gap in empirical data, systematized knowledge,
and evaluation tools with user feedback and usability self-tests.

4.5. Tensions Between Usability, Security, and Flex-
ibility

In addition to the general challenge of finding a usable
API design, our participants needed to balance usability
with other design goals. Many reported conflicts between
security and usability, and a majority perceived making
trade-offs between usability, especially misuse resistance,
and flexibility as a major design challenge.

Security-Usability—Trade-off. Reducing the misuse poten-
tial of cryptographic APIs is a usability aspect that almost
all of our participants considered, and that helps to im-
prove security for consumer applications. However, many
participants still reported having to make trade-offs between
usability and security in their API design, typically choosing
security over usability. They reported two main factors that
caused tension between the security and usability of an API,
forcing them to make trade-offs.

First, complex cryptography properties inhibited usabil-
ity measures. Most common among these properties were
constant time execution and resistance against side-channel
attacks, which many participants said restricted the space



for user-friendly error messages. Another such property was
formal verification. One participant described how code that
was automatically generated based on a formal verification
specification had to satisfy lower requirements than manu-
ally written code:

“We gave some license to that code because of the formal
verification. That code is not readable. [...] but knowing
that there’s formal proofs of specific parts of it being correct
makes us worry less.” — P4

While the majority of our participants did not employ for-
mal verification methods, or only to some small degree,
about half of them wished for more formal verification in
their development process. Finally, complex schemes that
provided strong security if used correctly were sometimes
difficult to harden against misuse, and thus included despite
containing pitfalls for developers: “There are some times
when we put in some stuff that definitely had sharp edges
that could be used unsafely because the potential benefit for
using it correctly was very high.” (P12)

The second major cause of security-usability trade-offs
were security measures that prevented misuse by, e.g., en-
forcing type and memory safety, but contradicted other
usability aspects such as API ergonomics. Adding security
guards that prevent misuse often restricted user options or
required a more complex implementation:

“It’s been challenging because it’s really hard to balance
making this harder to screw up [...] and also not making
people hate working with it. [...] Even if it makes the API
more cumbersome to an extent, we really want to push for
you can’t mess this up in a way that will be harmful.” — P5

To force users too accept and use a more complex, but
also more secure option, one participant did not implement
easier-to-use solutions:

“Sometimes we’ll not add something because it will be easier
than an alternative but less secure. We are worried about that
cannibalizing the usage of the thing we actually want users
to use.” — P4

This shows that even though increasing misuse resistance of
cryptographic APIs combines the design goals security and
usability, our participants still encountered scenarios which
they perceived as choices between the two, and usually
opted for increased security.
Misuse Resistance—Flexibility—Trade-off. Reduced misuse
potential was a major aspect of usability for our participants,
and in many cases combined two important design goals
with usability and security. A majority of our participants
identified trade-offs between misuse resistance and flexi-
bility, another important design goal, as a major design
challenge. Most of our participants associated increased
misuse resistance with a higher level of abstraction and
restricting the user’s access and ability to configure low-
level cryptographic parameters, which limits flexibility. They
explained that at a certain level of flexible, low-level access,
misuse resistance was very hard to realize with API design:
“I'm pretty expert in this stuff and I still screw it up. That’s

not really something API design can defend against if you're
going to expose signatures as a thing. Maybe if you expose

some even more abstracted thing like NaCl does and then
maybe you could put some guards there.” — P21

One participant described how both extremes on the spec-
trum between misuse resistance and flexibility had unfavor-
able outcomes:

“If it’s too flexible, developers can glue it together in horrible
ways and get everything wrong, and the API won’t guide de-
velopers in the right direction. However, if it’s too inflexible,
any sort of change won’t work.” — P3

Participants elaborated that giving choices was important to
address different use cases and requirements, yet too many
choices were also problematic.

“It’s hard to make everybody happy. It’s even impossible
because some people want something super expensive. Some
people want something minimal. If you try to address every
possible case, then you end up with a huge API surface, which
people don’t like.” — P10

These tensions between misuse resistance and flexibility
show that usability optimization needs to be seen in context,
and is thus a hard problem with no one size fits all solution.
One participant summarized:

“I think there’s basically one challenge which is, how much
flexibility do you give people to innovate and do new stuff ver-
sus locking stuff down to make things safe? There’s libraries
who have made choices all along that spectrum.” — P21

Trade-offs Between Security, Flexibility and Security Are
Major Design Challenges. Our participants struggled to balance
usability, security, and flexibility in their API design. Despite
misuse resistance increasing both security and usability, par-
ticipants still saw tensions between these two design goals. In
addition, they described the level of abstraction as a non-trivial
trade-off between misuse resistance and flexibility.

5. Discussion

Below, we discuss our results in the context of our re-
search questions and related work. We then provide recom-
mendations for the research community and standardization
organizations for cryptographic primitives and protocols. We
encourage developers of cryptographic APIs to carefully
consider existing literature on general and cryptographic
API design to guide their design decisions. In addition,
design decisions should be made with a clear target audi-
ence in mind, and expected cryptography expertise should
be communicated to potential users as clearly as possible.
However, given that many developers of cryptographic APIs
volunteer their time to contribute to open-source projects
or struggle with a lack of funding and developer hours,
we argue that it is unreasonable to expect everyone to
become experts in usable API design on top of the required
cryptography expertise, and solve these challenges by them-
selves. Therefore, we primarily direct our recommendations
to develop supportive guidelines and tooling at researchers
of usable cryptography and standardization organizations.
Still, we hope that cryptographic API developers will ac-
tively participate in the research and standardization efforts



outlined below. Their expertise, experience, and perspective
are paramount for creating actionable guidelines that align
with cryptographic API development.

5.1. Contextualizing Findings with our RQs and
Results from Prior Work

To answer each of our research questions, we discuss
our findings in the context of results from related work.

Cryptographic API Design Decisions (RQ1). Reported
API designs followed diverse purposes and design goals,
varied widely, and led to a spectrum of abstraction lev-
els ranging from very high to very low (cf. Section 4.2).
Congruence with API design guidelines from the litera-
ture was inconsistent. Only a few participants indicated
awareness of existing general API design guidelines [11],
[13], [18], or recommendations specifically for security and
cryptography [8], [28]. Still, several reported designs were
in line with recommendations such as consistent naming,
clear documentation with examples, or providing safe de-
faults [8], [13], [18]. In contrast, participants also described
deviating designs. Some were unintentional, e.g., incomplete
documentation that participants were dissatisfied with, while
others were conscious decisions such as participants avoid-
ing defaults to increase code readability and auditability of
consumer code by forcing explicit setting of parameters.
There was a similar split for the recommendation to tai-
lor APIs to users and use cases [18]. User expertise was
considered, but not by all participants, and had a varying
influence on the API design. Problems arose when users
who did not match these considerations tried to use the APIs.
Participants did not always communicate targeted users and
use cases, and some deemed their current practice of a
notice in the documentation insufficient. Prior work on how
users select third-party packages indicates that they look
at a library’s documentation before adoption. However, it
does not explicitly indicate that a user’s expertise influences
their decision [71]. Thus, documentation can be a good
place to note use cases and required user expertise, but
further research is needed on communicating the risk of
cryptography misuse to users.

API design decisions were guided by standards, com-
munity best practices, other libraries, and legacy APIs, but
often ultimately came down to the developers personal taste
and opinion (cf. Section 4.3) shaped by their background
in cryptography (cf. Section 4.1). Our results show that
cryptographic standards do not sufficiently specify API de-
sign guidelines. Further, related work depicts standards as
a product of many influences that struggle to represent a
broader community consensus and lack usability [72]. We
also found that our participants used source code from other
cryptographic libraries as learning materials for cryptogra-
phy and inspiration for library API design. This propagation
of code has also been found in the general open source
ecosystem [73]-[75], and led our participants to pick and
choose API designs based on which projects were generally
considered successful and which they personally liked.

Challenges in Cryptographic API Design (RQ2). We
identified several key challenges our participants faced in
designing cryptographic APIs, including limited developer
hours and funding, establishing and measuring usability (cf.
Section 4.4), and handling the trade-off between usability,
security, and flexibility (cf. Section 4.5).

Widespread problems in software engineering regarding
a lack of time or, especially in the open source sector, a lack
of funding [76], [77] applied to some of our participants. It
limited their opportunities to invest time and effort in API
usability. Further, it is a challenge to assess the usability of
specific API designs, identify options with good usability,
and balance usability with security and flexibility. We found
that while our participants read academic publications, it
was more likely to be cryptography papers than research on
API design. In addition, usable cryptographic API design
is not yet comprehensively studied, and most existing rec-
ommendations lack empirical validation [28]. Concerning
the relationship between programmatic levels of API ab-
straction, functionality, and usability, current research does
not provide empirical data on the effect of different options
for specific design choices and thus cannot provide specific
recommendations. As a result, the research did not suffi-
ciently support our participants in identifying a specific API
design that provides a good balance of usability, security,
and flexibility.

Participants also reported challenges in systematically
evaluating user feedback to derive usability problems and
identify areas for improvement, e.g., due to an overwhelm-
ing amount of low-quality or inappropriate requests. Related
work considers analyzing user feedback a viable strategy to
find usability issues in general software engineering [78],
[79], and dedicated tooling to collect user feedback from
various sources could help to address the lack of systematic
strategies for evaluation [80]. However, our participants
were unaware of such research or tooling, which does not
cater to the specific usability challenges of cryptographic
APIs. While there are some efforts to create tools to identify
misuse of cryptographic APIs [50], [51], these still have
flaws that impede the discovery of misuse in practice [54]. In
addition, they are designed to detect and repair API misuse
rather than systematically evaluate user mistakes to iden-
tify opportunities for improvement in API design. Finally,
measuring cryptographic APIs’ usability was a significant
challenge and remains an unsolved problem in research.
None of our participants performed formal usability tests,
but they attempted to put themselves in a user’s place
to assess the usability of their API. Research in software
engineering suggests this approach can be helpful, mainly if
performed within a systematic framework. However, it also
highlights the importance of tests with people that represent
the eventual users [18], and there can be a significant dis-
crepancy in cryptographic expertise between the developers
and users of cryptographic APIs.

Support for Cryptographic API Designers (RQ3). Our
participants recognized the challenges they described as
complex problems that require further research, community
discussion, and design work. They described a significant



gap between the practical problems they faced in API design
and the guidance they received through the cryptographic
standards and research literature they consumed. The un-
availability of a scientifically grounded community consen-
sus required them to choose what they believed to be the
best option based on their own experiences (cf. sections 4.3
& 4.4). Related work on the continued widespread mis-
use of cryptographic APIs across programming languages
and software ecosystems [5]-[7], [46]-[48] highlights the
consequences of this lack of support. To better support
future design decisions for cryptographic APIs, we outline
open research questions and detailed recommendations for
usable security researchers and standardization processes for
cryptographic primitives and protocols below.

5.2. Recommendations for Human-Centered Cryp-
tography Research

We point out open research questions, provide recom-
mendations based on the need for support to overcome
challenges identified in our results and relate them to rec-
ommendations from prior work. We base our recommen-
dations for the usable security research community on the
finding that our participants missed a scientific foundation
for secure, usable, and flexible cryptographic library API
design. Overall, research should expand prior work to give
more specific, empirically validated recommendations. In
addition, an effort is needed to develop better tooling for
usability testing and user feedback evaluation and to make
it accessible to developers of cryptographic APIs without
needing to conduct full-fledged user studies. We recommend
to research cryptographic API design that balances security,
usability, and flexibility at different layers of abstraction.
Finally, it should address how to best steer users towards
the API that is best suited for their use case and expertise.
Our participants had close ties to academia, and many read
cryptography research papers, but this rarely extended to
usability or API design research. Cryptography research
venues should consider publishing human-centered cryptog-
raphy papers to increase the visibility of this research in the
cryptography community.

Validate Specific Recommendations And Provide Evalua-
tion Tools. In prior work, researchers gave recommendations
to improve the usability of cryptographic APIs and evaluated
the usability of some of the libraries available at the time
(cf. Usability of Cryptographic Libraries). In a systematic
literature review, Patnaik et al. find that the recommenda-
tions focus on code construction and user understanding and
often lack empirical validation [28]. In addition, we find
related work primarily investigated and compared problems
of existing systems. Experimental evaluation of specific
design choices, such as which parameters should be config-
urable, which values should be chosen for defaults and non-
configurable parameters, or how functionality should be bro-
ken up into functions, is missing. Many recommendations
from prior work thus provide desirable design properties
rather than specific recommendations for design choices and

did not comprehensively address the challenges described by
our participants.

Complementary to the empirical evaluation of specific

design choices and recommendations, research should de-
velop methods and tooling to enable the developers of cryp-
tographic APIs to evaluate their usability effectively and effi-
ciently. Our participants lacked a systematic, tool-supported
approach to test their APIs for usability and evaluate user
feedback. For example, researchers could look into specific
usability questionnaires for capturing user experiences with
cryptographic APIs such as suggested by Wijayarathna et
al. [33]. However, since most developers likely cannot easily
access appropriate user samples, such methods may be
more suitable for research purposes. Given the prevalence
of usability self-tests and user feedback, we argue for de-
veloping frameworks and tools that support usability tests
for cryptographic APIs based on empirical research results
and structured feedback evaluation. Where possible, tooling
should utilize automation and be integrated into existing test
suites and continuous integration solutions.
Consider Layers of Abstraction. Related work commonly
recommends to make APIs simple or high level [29], [30],
[34], or at the highest level possible [81]. However, it does
not specify what exactly constitutes high-level API design,
and our findings show that cryptographic API developers
disagree on what API designs are considered high-level.
For example, our participants disagreed on which parameters
were necessary for the user to set, and they did not perceive
the decision on how high-level an abstraction was possible
without losing the flexibility required to support different
use cases, as evident. To what degree security mechanisms
should or need to be hidden from their users is an open dis-
cussion on the broader field of usable security research [82].
Prior work suggests that workarounds introduced by users if
an inflexible security mechanism does not fit their use case,
can become a severe security problem [83]. An equivalent
for such insecure workarounds in the context of crypto-
graphic APIs would be switching to a lower-level API that
supports the use case but is less fortified against misuse. Our
participants described similar considerations and pointed out
the trade-off between either making decisions with a high
level of cryptographic expertise, but little insight into the
specific use cases or leaving the decisions to users who lack
basic knowledge of cryptography, but are familiar with the
use case.

In general, not all use cases can be supported by APIs
with a very high level of abstraction, and related work
by Lo Iacono et al. shows that there is demand for low and
medium-level cryptographic APIs among developers [84].
Thus, future research should consider different layers of
abstraction and study how many provide the best balance
between matching use cases and not overloading users with
available choices and unnecessary complexity. Our partici-
pants typically spoke of low and high-level abstraction as
two layers. Still, the desire for medium-level cryptography
APIs identified by Lo Iacono et al. might indicate that three
layers better match user needs. Specific API design choices
should then be evaluated for their trade-off between usabil-



ity, reduced misuse potential, and flexibility. Future research
should make appropriate design recommendations for each
layer. To ensure that the different layers match their users’
expectations and that users pick a layer that aligns with their
expertise and use case, research should investigate criteria
that developers use to choose a cryptographic API, and
establish effective ways to communicate API capabilities
and expertise expectations to users. This includes how to
separate different layers of abstraction, i.e., whether to have
various (micro) libraries for specific use cases or multiple
layers as parts of a general purpose cryptographic library.

5.3. Recommendations for Human-Centered Cryp-
tography Standardization

In addition to human-centered publications at cryptog-
raphy venues, another way of disseminating results may be
needed for insights from research on usable, secure API
design to be adopted in practice. In contrast to other areas
of software engineering, cryptographic libraries are heavily
influenced by cryptographic standardization processes and
organizations. Standards were an essential resource for our
participants and considered binding by most, but often did
not specify API design choices.

Increase Visibility and Adoption. Following empirical
analysis of the effects of specific API design choices, we
believe the derived recommendations should become part
of the respective standards for cryptographic primitives and
protocols. We argue that standards are a great place to dis-
seminate guidelines specific to a protocol or algorithm, given
that most of our participants consulted standards and held
them in high regard. Similar to a reference implementation,
recommendations for API design could be provided as addi-
tional material alongside the standard, and help developers
who implement the standard in their libraries. Standards
should adopt the approach of multiple abstraction layers,
as outlined above, and make API design recommendations
for each to provide options for varying degrees of misuse
protection and flexibility. This would help to ensure the
standards provide useful guidance for developers of libraries
with different purposes and intended user groups. Including
definitions for layers of abstraction and their associated
degree of flexibility and misuse potential would help devel-
opers to select options accordingly. A definition of layers of
abstraction could also provide a reference for communicat-
ing a library’s position on the misuse-resistance-flexibility-
spectrum to their users. Overall, we argue that adding API
design recommendations based on empirical research can
significantly boost their visibility and adoption.

Foster Interdisciplinary Collaboration. Software engi-
neering research has established a need for interdisciplinary
collaboration and roles in API design [18]. Integrating API
design considerations in the standardization process would
provide a context for usability researchers and API designers
to collaborate with the broader cryptography community.
Our participants described a disconnect between cryptogra-
phy and usability, and prior work found misunderstandings

between theoretical and applied cryptographers and software
engineers were a significant challenge in the overall adop-
tion of cryptography [72]. The discussion of research results,
design approaches, and practical experience required to in-
clude API design recommendations in standards could help
bridge this gap and ensure that usability is considered early
when designing cryptographic primitives and protocols. We
support Fischer ef al.’s call for a more transparent and open
standardization process to foster such discussion and ensure
it includes various community perspectives. Our participants
confirmed challenges they identified with an imbalance be-
tween individual developers of open source projects and big
tech companies and difficulties encountered when wanting to
impact standardization processes as outsiders. We conclude
that standardization organizations should not only improve
outreach towards academia [72], but also developers of
cryptographic libraries to collaboratively include API design
guidelines for multiple abstraction levels into cryptographic
standards.

6. Conclusion

We conducted 21 semi-structured interviews with expe-
rienced developers of cryptographic libraries. We reported
their views on API design, decision factors, and processes,
and the challenges they faced. The API designs covered a
variety of abstraction levels. Cryptography standards, other
libraries, and legacy code influenced the design decisions.
Developers found it challenging to determine usability and
balance security, usability, and flexibility through an appro-
priate level of abstraction. The lack of systematic resources
available to the developers on the topic coincided with a lack
of consensus and highlights the need for further systematic
research in this area. We propose to conduct human-factors
research to empirically evaluate specific design choices, help
define API abstraction levels that cater to different cryptog-
raphy expertise and usability needs, and develop tooling to
test usability. We suggest integrating knowledge gained from
this research into cryptographic standards in an open, trans-
parent process that encourages community discussion and
feedback loops between academia and practical application.
We thus hope to provide actionable guidance to developers
of cryptographic libraries to consistently achieve usable API
design at multiple levels of abstraction and flexibility.

Availability

To support the replication and transparency of our work,
we make our study material, including our study invitation,
consent form, demographics survey, interview guide, and
codebook, available at: https://osf.io/t9q2p/?view_only=9f
7£7105c¢86742a2a05003227¢38996c¢.
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Appendix A: Interview Questions

Background and Experience.

1.
1.1.
2.
3.
3.1

Desig

=

How did you get into cryptography?

Do you have any formal education in computer science or cryptography?

For how long have you been working on cryptographic libraries?

Can you briefly tell me what cryptographic library project(s) you are or have
been working on?

[If: multiple projects] Which project of yours would be most interesting to talk
about in the context of API design decisions and processes?

n Decisions.

In what programming language is the API written?

What is the primary purpose or premise of your library?

What differentiates it from other cryptographic libraries?

How do you decide which cryptographic algorithms and primitives to include
in your library?

What are inclusion and exclusion criteria?

Is formal verification considered?

What types of functions does your API expose to its users?

Is there low-level access to the underlying cryptographic primitives or are
functions more high-level and abstract?

Proje
1.
1.1.
1.2
2.
2.1.
Initial

Upda
1

1.1.
1.2.
1.3.
2.

2.1.

Chall
1.

How do you decide what functions to expose?

What types of functions does your API expose to its users?
Would you say they provide more of a high or low-level access?
How do you decide what functions to expose?

Looking at individual functions, do you follow any design principles for them?
How are functions named?

What kinds of parameters do the functions allow users to set?
What are typical return values of the functions?

Are there any warning or error messages for the users?

Does the API have default configurations?

How were they selected?

What does the documentation of the project look like?

Do you use any tools to create documentation?

Do you provide usage examples?

What are the goals for the documentation?

Are you satisfied with the documentation?

Is usability considered in the design and development of the API?

. [1f: Yes] What do you do to ensure good usability?
. [If: Yes] Did you consider the user’s expertise in cryptography during the design

process?

. [1f: Yes] Does your testing process include tests for usability?

We talked a lot about different design decisions for the current API now - do
you face any challenges with any of them?

ct Processes.

How is collaboration organized in the project?
How many people work on it?

Which roles are there?

How are design or development decisions made?
Who makes the final decision?

1 Design Process.

Applicability: For the following block of questions, I'd like to know if you have
been part of the initial design decisions when the library and its API(s) were
first created? [If: No - Skip this section]

Can you describe what the initial design process of your library’s API was like?
What were the initial design goals and requirements?

Was there a design phase?

Did you have a project vision from the beginning, or did it grow over time?
Were past experiences considered?

What sources of information or knowledge did you consider in the design
process?

Did you follow any guidelines, standards, or policies during the design process?
[If: Yes] Which ones?

[If: Yes] How did you choose them?

Did you face any challenges during the initial design and development process?
ting.

How do you update your API?

How often does an API update happen?

What triggers such an API update?

Is there a roadmap of upcoming features or changes for the project?

Do you stay informed about new developments in API design or usability?
How do you stay up to date?

Is there a deprecation process for parts of the API?

When and why do you deprecate things?

How is it done?

What are your thoughts on the process?

What challenges do you face concerning update decisions?

Interactions & Feedback.

Do you know what kind of people and projects use your API?

Do you know what they use it for?

Do you know what level of cryptographic expertise they have?

Do you get user feedback on your API design?

What communication channels are used for that?

How useful is the feedback in your opinion?

Who do you get feedback from?

Are you actively looking for feedback?

Do you have a strategy for evaluating user feedback?

How do you react to user feedback?

Do you reply?

Do you consider user feedback in future plans for the API?

enges and Wishes for the Future.

To summarize, what do you think are the biggest challenges when designing,
developing and implementing APIs for cryptographic libraries?

Is there anything you wish the crypto community or crypto researchers would
do or do differently?

Assuming no constraints at all (in terms of money, time etc.), what would you
like to do differently or to improve in the design or development process?
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